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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

MEMORANDUM FOR ACTING DEPUTY SECRETARY OF DHf'ENSE 
DIRECTOR, JOINT IMPROVISED EXPLOSIVE DEVICE QEFEAT 

ORGANIZATION 

SUBJECT: (U) Investigation ofHotline Allegation of ~t Questionable Tntelligencc 
Activity Concerning the Joint Improvised Explosive Device Defeat Organization 
(JlEDDO), Counter-IUD Opcratious/Intclligenc.c Integration Center (CO I C) 

(U) We are providing this repmt for your inf01mation and action. We conducted an 
investigation in response 10 an anonymous DoD IG Hotline allegation that the Joint lED Defeat 
Organization (JIEDDO), Counter-JED Operations/Intelligence Integration Center (COIC) 
illegally or i11appropriately colledcd information about U.S. persons. 

(U) We substantiated an allegation that JIEDDO collected U.S. person information. We 
considered comments from the Acting Deputy Secretary of Defense nnd the Director, JIEDDO, 
in preparing the final rep01t. The Acting Deputy Secretary of Defense determined there was no 
requirement to designate JIEDDO as o Defense InteJiigcnce Component, non-concurred with our 
recommendation to suspend !be JIEDDO's t:urrent intelligence colle~,;tion activities ptmding 
clarification of JIEDDO's collection authorities, and was generally responsive to all other 
recommendations. Our responses to management comments are found on pages 14-73 of the 
repm1. We respectfully request that the Acting Deputy Secretary of Defense and the Director, 
.lffil)DO, provide comments to this final report, as appropriate. See Recommendations Table at 
page iv. 

(U) We appreciate t11e courtesies extended to the staff. We look forward to evaluating the 
organization in the future. Please direct your questions and conunenls to me at (703) 882-IIJI 
DSN499Ja . 
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(U/ ~)We conducted an investigation in 
response to a DoD Hotline allegation that the 
Joint Improvised Explosive Device Defeat 
Organization (JIEDDO) Counter-Improvised 
Explosive Device Operations/Intelligence 
Integration Center (COIC) illegally or 
inappropriately collected information about U.S. 
persons. 

(U/ ~We substantiated au allegation that 
JIEDDO collected U.S. person information. 

(11//~) We found that)I EDOO: 

• (U/ ~Leadership directed analysts 
to intcntipnally collect open-source data on U.S. 
companies violating DoD 5240.1 -R; 

• (U/ /~)Collected on U.S. persons to 
support hostage rescue violating DoD 5240. 1-R; 

• (U I~) Collected on a former U.S. 
Marine Reservist and legal U.S. res idents 
violating DoD 5240.1-R; 

• (U//~) Collected telephonically from 
Afghan farmers in Afghanistan using alias and 
unauthorized/uncoordinated cover as a U.S. 
university student violating DHE-M 3301.002 
"Defense Human Intelligence (HUMlNT) 
Enterprise Manual;" and 

• (U/ /~)We referred seven Issues for 
appropriate action. 

(U/ ~We recommend that the Deputy Secretary of Defense: 

1. (U/ ~)Determine if)IEDDO should be designated a DoD 
intelligence component and incorporated into DoD 5240.1-R and DoDD 
2000.19E; 

2. (U/ ~Approve DoDD 200Cl.19E to re tlect JIEDDO's authori7.ed 
intelligence functions. roles and responsibilities, and assign an 
executive agent for )JEDDO's external intelligence oversight; 

3. (U/ /~)Direct JIEDDO to parlidpate only in tasks uircctly 
related tu its specified counter- lED mission; 

4. (U/ ~Determine whether JIEDDO's mission evolution from 
"defeat the network" to "attar!< I he network" is in accordance with 
DoDD 2000.191!; and 

;,. (U/ ~)Create nn intcrnal lnspcctoJ· General position for }J EDDO to 
oversee the organization's intelligence oversight program. 

(U//~) We recommend that the Director, )JEDDO: 

6. (U/ ~)Cease collection activities pending OSD authorization; 

7. l U 1 /~) Authorize the COl C to fill the existing Deputy General 
Counsel for Operations and Intelligence billet; 

8. (U/ ~Review hardcopy and softcopy holdings for U.S. persons 
information, and delete or retJ ill in accordance with DoD 5240.1-R; 

9. (U/ /~)Review internal procedures and legal opinions to ensure 
that collecting on U.S. persons is in accordance with Title 10 U.S.C, EO 
12333, DoD 5240.01 series, and other applicable policies and 
instructions; and 

10. (U/ /~)Tailor JIEDDO's intelligence oversight training. 

1· 

(U/ ~) We considered comment'> from the Acting Deputy Secretary of 
Defense and the Director, J I EDDO in preparing the final report The Acting 
Deputy Secretary of Defense determined there wns no requ irement to designate 
JIEDDO as a Defense Intelligence Component, non-concurred with suspending 
the J lED DO's current intelligence collcc;tion octivil ics, but directed the Under 
Secrctdl'y uf Defense for lntdligtmct:: to cstahlish guitlance concerning JI EDDO's 
collection authorllles. The residual management comments were generally 
responsive. We remain concerned about the ambiguity ofJI EDDO's current 
mission, authorities and compliance with DoD 5240. 1-R. We look forward to 
reviewing the Under Secretary of Defense for Intelligence's clarifying guidance 
to JIEODO. 
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Recommendations Table 

M 
1 Rec()mm-endetlons Requlnng ~ ~ No addftlon"?!l Comment! 

anagement -
t C mment RequTred • 

Deputy Secretary of Defense 

Director, Joint lED Defeat 
Organization 

Recommendations (A.l; E.l), 
(A.2; D.l; E.2) 

Recommendations A.6, A.9 

Recommendations A.3, A.4, A.S 

Recommendations A.7., (A.8; B.3; 
C.3), (A.lO; B.4; C.4_,!.;_D_.4..:_} _ __ , 

Where a given recommendation was made in response to more than one finding, the 

multiple recommendations are listed within parentheses to designate their status as a 

group. 

('A.l; E.l) Recommendations A.l and E.l are identical. 

(A.2; 0.1; E.2) Recommendations A.2, 0.1, and E.2 are identical. 

(A.S; 8.1; C.l; 0.2) Recommendations A.S, B.l, C.l, and 0.2 are identical. 

(A.7; 8.2; C.2; 0.3} Recommendations A.7, B.2, C.2, and 0.3 are identical. 

(A.8; 8.3; C.3} Recommendations A.B., B.3, and C.3 are identical. 

(A.lO; 8.4; C.4; 0.4) Recommendations A.lO, 8.4, C.4, and 0.4 are identical. 
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DistrHoutson: 

DoD Organizations 

Deputy Secretary of Defense 
Under Secretary of Defense for Intelligence 
U11der Secreta1y of Defense for Policy 
Director, Defense lni·elfigence Agency 
Inspector General, Defense lnteWgence Agency 
Director, joint JED Defeat Organization 

1\lon-DoD Organlzoticn.~ 

Inspector Ge11eral, IJirector of National Intelligence 

DODIG-2014-0551 v 
SBGRBT//N9f9RN 



SI56RET/;'N8F8RN 

Conte 1ts 

II 

(U) Objective ..... ..... ................................................................. ............. ...................................... 1 

(U) Background .......... ..... ....... ....... .................. : .. ........ ........ ......... ... ..... ...... .. .. ............................. 1 

(U) Scope nnd Methodology ................................ : ....... ..... .......... .............................. ................. 3 

II I , I " 

(U) Collection on U.S. Companies and CEOs .............................................................................. 4 

(U) Collection on U.S. Persons Held as Hostages ....................................................................... 8 

(U) Collection on a U.S. Military Person ....... ............................................................................. 8 

(U) Bowling Green Case .............................................................................. .. ............................. 8 

(U) Foreign Intelligence Collection by a COIC Contract Analyst ................. .... ......... ....... ......... 10 

(U) The COIC's Collection of Information Utilizing Facebook/Twitter and Use of Aliases ....... ll 

(U) Conclusion ..................................................... .. ................................ ................................... 12 

(U) Recommendations, Management Comments, and Our Reponse .. ........ ........................... 13 

( I J 

(U) Processing and Safeguarding United States Person Information ........ .. .. ... ....................... 23 

(U) Retention of U.S. Person lnfonnation .................... ............ ................. .... .. ......................... 23 

(U) Conclusion ............ .. ..................................... .... .................................................. ............. ... 25 

(U) Recommendations, Management Comments, arid Our Reponse ... .................................. 25 

(U) Dissemination of U.S. Person Information ... ....... .............................................. .. ............. . 28 

(U) Conclusion ... .. ......................................................... .................. ............. .............. ............... 29 

(U) Recommendation, Management Comments, and Our Reponse .. ..... ............ .... ............. ... 29 

(U) Conclusion ....... ... ..... ....... ...... ..... ........ ......... ...... .. ......... ............... ... ................. .. .... ....... .... .. .34 

(U) Recommendations, Management Comments, and Our Reponse .... .... ............... .. ... ......... 34 

DODIG-2014-0551 vi 
,I§,AI!:f//~QFQAN 



l I I' I td I I~ 
I \(. I .' II 

SECRE'f//N8FORN 

1j1 I U Ill! tl I l \ I I 1 I II I 

(U) Conclusion .......................................................... : ............................................................... 40 

(U) Recommendations, Management Comments, and Our Reponse ..................................... 40 

( ·') Obst•rll:lli•Ht'' .... ~~ 

(U) COIC Participation in Non-lED-Related Tasks .................................................................... 45 

(U) Influencing International Business .................................................................................... .46 

(U) The COIC Misused non-Intelligence Billets .. ................ ..... ................................................. 47 

(U) Misuse of NSA Data ............................................................................................................ 47 

(U) Fraud Allegation .............................................................................................. ................... 48 

( I I J I { t' H:' 1 , ; w; '1 t) 

{II ) ;\ P P F N P I X \ · ~ ll ~ P ~ ~ t P · . ' . I 

If I I 111 

II] \PPI:1\J I I X t .. 1J11·• c nr. Jl l)f;( (.,),)11 nl n Fi td ll' ·,, 1 ' Our 

(U } .\1 PI· .. ~IJIX I. 

( l 1) \ 1 PFN DIX l· Llt IOIJ.tl ,lf ll (', Ill 

lllu 1\Lbt ltll lvll 

DODIG-2014-0551 vii 
SE€REi'f/fN8F8RN 

•· ... ,, I ' 

... ' 



51S€RET//N8F9ftN 

(U) Int1·oduction 

e 

(U/ ~)We conducted this investigation in response to a May 2, 2012, DoD IG Hotline allegation 

of unauthorized collection of information on U.S. persons by the joint Improvised Explosive Device 

Defeat Organization (JJEDDO) Counter-lED Operations/Intelligence Integration Center (COIC), 

hereafter referred to as the "COJC." This investiga~ion's objective was to determine if the COIC 

followed appropriate laws, regulations, and procedures on collecting, processing, storing, and 

disseminating U.S. persons information. 

(U B 

(U/ ~) In February 2006, Do~ Directive (DoDD) 2000.19E, "Joint Improvised Explosive Device 

Defeat Organization ()JEDDO)," established JIEDDO as a joint entity and jointly-manned DoD 

activity. Its mission was to ''focus (lead, advocate, coordinate) all DoD actions in support of the 

combatant commanders' and their respective joint Task Forces' efforts to defeat Improvised 

Explosive Devices (JED) as weapons of strategic int1uence." As reported by the Government 

Accountability Office (GAO), JI ED DO was directed to identify, assess, ;)nd fund initiatives that 

provide specific counter-JED solutions. The JlEDDO director was authorized to approve joint I ED 

defeat initiatives val ued up t·o $25 million per initiative and malce recommendations to the Deputy 

Secretary of Defense (DEPSECDEF) for initiatives v<Jiued over $25 million. The Secretary of Defense 

assigned the Secretary of the Army as the Executive Agent for flED DO's administration function 

while maintainingJIEDDO's operational functions a t the Office ofthe Secretary of Defense 

(OSD)- Jevel; with the Director, JIEDDO, reporting directly to the Deputy Secretary of Defense. 

DoDD 2000.19E assigned the Director, JIEDDO, the intelligence-related task to ''Establish a joint 

Common Operational Picture and Joint Common Intelligence Picture of the lED system tn the Global 

War on Terrorism." 

JIEOOO 0>)(6) ib)(7)(Cl (U/ /~) COJC, reported that in an effort to increase 1·he Department's and the 

supported combatant command's (COCOM) awareness and understanding of the enemy nehvorks 

supporting the lED problems, Gcnerol Montgomery Meigs, U.S. Army (retired), ]JEDDO's former 

director, established the Counter-lED Operational Integration Center (CUIC) in 2006. An 

August 22, 2007, JIEDDO mf'mor<"~nrlum, subject: "Est~hlic;hml>nt of the \.nunter- IF.n OpPr::ltion~l 

Integration Center (COIC)," COIC Response lO Efficiency Study satd that: 

DODIG-2014-05511 
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the Director, Joint Tmprovised Explosive Device Defeat Organization OIEDDO), in 

coordination with the Deputy Secretary of Defense and Vice Chairman of the Joint 

Chiefs of Staff, approved the establishment of the Counter-TED Operational 

Integration Center (COTC) .... on 17 March 2006. The formal activation of the COIC as 

an organization was effective 1 August 2006. 

In February 2011, the COIC was renamed the Counter-lED Operations/Intelligence Integration 

Center (COIC) and became JIEDDO's sole intelligence component. 

(U/ /~)The COIC was created after DoDD 2000.19E was written; therefore, it did not articulate 

the COIC's authorities, roles, and responsibilities. However, JIEDDO Instruction 5240.01 stated that 

the COIC's mission was to suppo1·t: 

. all Combatant Commands, the JIEDDO Counter-lED Operations/Intelligence 

(Integration] Center (COIC) harnesses, masses, and fuses information, analysis, 

technology, interagency, (sic) collaboration, and training support to enable more 

precise attacks to defeat networks which employ IEDs. Be prepared to provide 

analytical support and enemy network information to other Government 

Organizations and Coalition partners. 

(U/ /f8t:J8~ The JIEDDO Organization and Function Guide OOFG), of january 21, 2011~ gave the 

following mission guidance to the COIC: 

(U) COJC 1 -· In direct support of all Combatant Commanders and t he }J EDDO, 

support and sustain an autonomous operations integration center with analytical, 

technology, and training support capabilities and sustain an integrated operations 

and intelligence picture of all data resulting from the collection, analysis, and 

dissemination of information related to the activities and capabilities of violent 

extremist networks globally [in order to] enable tactical, operational and strategic: 

planning and operations. 

(U) COIC 2-- Create and sustain partnerships and leverage the capabilities of the 

intelligence community and lnter· agency [in order to] benefit from their intelligence 

collection strategies and their exploitation, analysis, and dissemination of 

information related to the activities of violent extremist networks globally. 

(U/ ~) COTC leadership provided an overview brief on july 16,2012, which stated the COIC 

was not authorized to conduct intelligence collection missions. The leadership further said that the 

COIC had no authority to collect information on U.S. persons and must adhere to 

Executive Order 12333 and DOD Regulation 5240.1-R. In a memorandum dated, August 09, 2012, 

DODIG-2014-055 I 2 . 
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the Yice Director, JlEDDO, responded to a DoD IG data call stating that neither "J JEDDO nor the COIC 

collects information on U.S. persons." 

(U/ /~)A COIC senior leader said the COIC created the Open Source Analysis Augmentation 

Center (OSAAC) to review and research newspapers and other publicly-available data to support 

JIEDDO requirements. In the senior leader's opinion, publicly-available data relating to JIEDDO's 

mission could be used, even if it were open-source data on U.S. persons. Another senior leader said 

the OSAAC prQvided open-source support to )JEDDO's counter-JED mission and the OSAAC created 

40-50 open-source analytical products per month. Senior analysts at the OSAAC stated their open 

source research did not consist of intelligence collection because it was open source and because 

the OSAAC did not label its products as ,,intelligence." The DoD Office of General Counsel said that 

other than a j!EDDO General Counsel's legal opinion, of December 4, 2012, the DoD Office of General 

Counsel did not know of any other legal opinion about establishing the COIC's OSAAC. 

(U I~) Finally, JIEDDO responded to a 2012 Office of the Secretary of Defense Cost Analysis 

Program Evaluation study that stated the COIC was organized into six divisions (Operations, 

Net-Centric Innovation, Mission Integration, Mission Support, Training Integration, and Operations 

Research/Systems Analysis) under the Command Group. The COJC required personnel strength 

totaled 1,359 individuals (12 military, 46 government, and 1,301contractors.) 

I Sen eth n 

(U) We conducted this investigation from June 2012 to January 2013, in accordance with the 

Council of the Inspectors General on Integrity and Efficiency Quality Standards for Inspection and 

Evaluation. We focused on whether the COIC collected information about U.S. personst. Our 

investigation encompassed over 40 interviews of subject-matter experts, including JIEDDO 

Headquarters and COIC government and contract personnel, and officials from t he Under Secretary 

of Defense for Intelligence (OUSD(J)). 

1 (U) According to DoD 5240.1-fl, the term "United States person" me;ms: 
A United States citizen; An alien known by the DoD intelliBence component concerned to be a perr\lanent resident allen; An 
unincorporated association substantially composed of United States citizens or permanent resident aliens; 
A corporation incorporated In the Uhited States, except for a corporation directed and controlled by a foreign government or 
governments. A corpora lion or corporate subsidiary Incorporated abroad, even if partially or wholly owned by a corporation 
incorporated in the United States, is not a United States person. A person or orBaniz.atlon outside the United S1ates shall be 
presumed not to be a United States person unless specific Informa tion to the contrary Is obtained. An allen In the United States shall 
be presumed not to be a United States person unless specific information to the contrary Is obtained. A permanent resident allen is 
a foreign national lawfully admitted Into the United States for permanent residence. 

DODIG-2014-055 I 3 
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(U) Finding A: The COIC ltnproperly Collected 
Information on U.S. Persons 

(U/ /f9H8) Our investigation substantiated the allegation that COIC personnel improperly collected 

information about U.S. persons. At the direction ofCOIC and JIEDDO leadership, analysts collected 

information on U.S. companies and their CEOs, U.S. hostages held by foreign extremists, and specific 

U.S. persons. In addition, COTC analysts improperly collected intelligence using aliases and 

uncoordinated covec As a result, COIC leadership and analy:sls actions violaled, o1· were 

inconsistent with, Executive Order 12333, "United States Intelligence Activities"; DoD 5240.1-R, 

"Procedures Governing the Activities of DOD Intelligence Components That Affect United States 

Persons"; and DoD Joint lED Defeat Organization Instruction 5240.01, ") JEDDO Intelligence 

Oversight"; as well as DoDD S-5200.37 "M::magement and Execution of Defense Human Intelligence 

(HUMINT);" and DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual, 

Volume II: Collection Operations.'' 

(U/ ~)Contract analysts at the COJC, at the direction of IEDDO (h)(6) (h)(l)(C) 

JIEDDO 11>)(1•) (h)(l)(C') , )JEDDO, :md other senior )JEDDO and COIC leadership, intentionally collected 

open-source data on the following U.S. companies: I FODO 11>)(7)(A) 

occurred from 2011 through 2012, and 1/EDDO (h)(o) (ll)(l)(C) began his endorsement not later than 

August 2012. One senior govemment analyst expressed concerns about the collection to COIC 

leadership and the core Intelligence Oversight Officer. But the analyst was told by 
.1 r nno lh)(G) llllii)IC) : that wanted this information 

collected and that the analyst "should do it." When the analyst refused, removed him 

from the FATfMA Group2 project The senior analyst said he believed he was removed to protect 

him, and not as a way to retaliate against him. According to a COIC senior analyst, the Defense 

Intelligence Agency conducted a deep·dive study into the FATIMA Group and found no illicit 

activities. said that as of August 2012, JIEDDO had not estab lished a t P.rrorism nexus 

wilh U1e FATIMA Group. Tlte analysls' collecllon of Lhe uata, anti the orders frum and 

other senior leaders, violated DoD 5240.1-R because no "reasonable belief' was established that 

1 (U/fFel;e! The FATIMA Group is a Pakistani conglomerate based in Lahore, Pakistan, that manufactures calcium ammonium 

nitrate, which Is "cooked down" to Ammonium Nitrale and used by terrori~ts and Insurgent group~ in Arghanlstan as an explosive 
material in lmprovhed Explosive Devices (lEOs). According to multiple subject matter experts at JlEDDO, up to 80% ot the lEOs used 
in attads 011 Coalltlon f orces In Afghan istan were mad~: usint~/\mmonium Nitn te that orl3inated as FATIMA Group ta ld uno 
2mmonium nitrate fertilizer. 

DODIG-2014-055 14 
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these U.S enl'iti es were associated with the Counter lED threat or wi th terrorist-sponsored or illicit 

organizations. 

(U/ /~)According to a COIC analyst from the COIC Threat Development Cell, 

directed that the COIC collect information on U.S. companies that did business with FATIMA 

Fertilizer (a fertilizer subsidiary of the FATIMA Group) to determine wh ich U.S. companies could be 

·approached to t•equest support in pressuring the FATIMA Group. Another senior· COIC analyst said 

pressured the COIC to collect information about U.S. companies that were aftiliated 

with the FATIMA Group and that the analyst felt pressure from to investigate these U.S. 

businesses. The analys t sent a July 13, 2012, email to the COIC's Intelligence Oversight officer 

regarding the COIC's authority to collect and retain information about U.S. businesses associated 

with the FATIMA Group. According to the email chain, as of July 31, 2012, the Intelligence 

Oversight officer had not responded to the question .. The analyst said the Intelligence Oversight 

officer later gave a verbal response that request could not be supported due to a lack 

of derogatory Information associated with the U.S. entities. 

(U//~ lnAugust2012. told his senior staff that he wanted to examine U.S. 

companies who provided equipment or funding to the PATIMA Group. According to an August 

1, 2012, email response from J EflOO iiJ)(fi) lb)(/)(C) 

Jlf(l(l() (h)(fi) (h)(7)(C) understood that assignment was to research the FATIMA Gro up. checked 

Dunn & Bradstreet3 for U.S. holdings and sent a Request for Information to CIA ror any linl<s 

between Fatima Group and U.S. companies and any observable terrorist activity. to ld 

senior JIEDDO officials that because JIEDDO had not established a terrorism nexus with PATIMA, 

CIA may not accept the request. , replied to fill 
that the information JIEDDO leadership sought was similar to a mergers and acquisition 

analysis and represented action a company would talce if it was interested in buying FATIMA. II 
ltll said that the information would give a full profile with whom the FATIMA Group conducted 

business, beyond U.S. companies and interests. ~ ~ said the Information would obviously 

contain a n abundant amou nt of financial and investor data that would illuminate with whom 

FATIMA interacted, and would, if all preceded smoothly, give JI EDDO options for potential 

direct/indirect actions that could be leveraged through J JEDDO's Whole-of-Government~ partners 

and [government] allies. 

JIEDDO IUMl) I ·liC) ibii&) (0)17)(C) 

1 (U) Dunn & Brad~treet Is a public company that licenses Information on businesses and corporations for oseln credit decisions, 
business-to-business marketing, and supply chJin management. ounn & Bradstreet maintains lnform.ttion on more than 220 million 
companies worldWide. 
'(U) JIEDDO 111ainlafos partnor$nlp; with sovernment ~nencles, non-governmental organizations, n~ tion allaboratorics, intcrnallon:•l 
partnt>rs, and others to synchrooizl" thPir countPr·thrPat network capabifitiP.s and action~. 
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(U I/~) A member of Jl ED DO's Homemade Explosives Task Force said that in about September 

2012, JIEDDO began receiving information about U.S. companies which did business with the 

FATIMA Group, how much stock the U.S. companies had in the FATIMA Group, and the I'ATIMA 

Group's plans to expand into the Uniterl States. The member said that planned to meet 

with financial institutions thal conducted business w ith the FATIMA Group, but Lhat the 

appropriate member(s) of the interagency team, with embedded suppol't From }JEDDO liaisons, did 

most engagements. The member said that, other than the biographies of those persons the JIEDDO 

Director was meeting with, the Homemade Explosives Task Force did not store any data on U.S. 

persons. Howeve•·. we discovered a point paper that contained data regarding several U.S. 

companies. The undated Homemade Explosives Task Force-produced '"WHOLE of INDUSTRY" 

paper stated: 

The September 2012 Non-Attritable [sic] negative article on f-atima~ will have some 

unintended consequences. Gov't to Gov't contact about Fatima is not working, we 

need to utilize corporate and industry association partnarships to gain the positive 

effects on the battlefield. 

The paper further stated:" All of this information can be captured on open source. husiness 

lnrormation links and then converted into intelligeflce we can use lo Je ve ragt our ucgoliatiom; w illl 

PATIMA Group and Pakistan." Among areas to be pursued fo r discussion, the paper also stated: 

"Identify all llssets ;:md companies, parent compzmy, subsidiaries, joint vent ures, and other 

relationships, etc. Checl< for legitimate nature and for any connections to suspect firms, business 

le;:Jdersjmanagement. fo reign partnerships (Germany. Denm ;:Jr k, US, UA E. I<SJ\, etr.)." The paper 

fu rlher s lated: 

' (U) seei"IJ$iiiQ8 lnt<!IYiew ~£:lion 
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Based on CONSUL Report, Fatima reported they were 'building on pasl engagement 

with Fatima continues to work on developing fer tilizer formulations that 

boost agl'icu ltur<ll efficiency and are more di fficult to convert into explosive usc'-

what do we know about efforts and work with Fatima Group? Did they 

submit for the HAA6 that JIEDDO published recently? 

The paper added: 

FATIMA has existing relationships with numerous western organizations, including 
Jlf0[l() (h)(7)(>\) and 
Jll DDO (h)(I)(A) (who have a long term partnership), but the JEDDO (b)(I)(A) 

has been assigned as 'Market Maker' for FATIMA in order to facilitate th eir trading 

on the over-the-counter (OTC) market in the USA. The Homemade Explosives 

Community of Seniors7 stated in yesterday's VTC [Video TeleConference] t hat 

applying pressure to these partner companie:> is a possible course of action. By 

approaching these partner companies -- and their shareholders -- and making them 

aware that they al'e associated w ith a company whose product is being 

misappropriated causing 10840 casualties in 2011 alone, FATIMA may be 

encouraged to become more cooperative ... 

lu discussing Pal<istanl chrornate8 mining, the paper stated: "The majority of these deposits arc 

mined according to lease with the government of Pakistan and controlled primarily by a company 

called . This company in turn is 00% owned by an American mining 

company called .Jif[l00 (h)(l)(A) 

(U//~ According to a COIC senior official, the CO IC began using the Dunn & Bradstreet 

database to examine business connections in late 2011. But the Dunn & Bradstreet database did 

not help as much as the CO JC analysts had hoped. and said that since 

September 2012, as part of its general intelligence analysis conlTact with the 

COIC, used a web crawler9 called Halogen to mine open-source internet data to examine business 

information. The business information included the names of company leadership and the types of 

services the compa nies provided for businesses working with the FATI MA Group. said 

the I r~logen tool works much better at examining company relationships. The Halogen Team 

produced an undated briefing entitled, "Fatima Group U.S. Company Associations," which listed 
JIEDI10 Clli(71(Al , and described the core expertise, 

' (U) A JIEDDO Orood AccnC",' Announcement (01111) is~ competitive solicitntion procedure used to obt~in proposals for b~slc and 

applied rese~rch. 
1 (U/ ~ Every six weeks, Director, JIEDDO, chairs a VTC meeting with senior leaders from the interagency members, Including 
Department of Commerce, Department of Treas01y, Department of Justice, Intelligence CommuniW A,gencies, and other~. 
• (U) Chromate is used in the manufacture of stainless steel 
' (U) II computer proglitnllhal aulom~tlcally and >VSI~matlcally uH•Ieves web p~ge; fo1 u~~ IJy search engil rl!> 
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involvement with Fatima, work performed, ongoing relationship, and key personnel o 

(U//~ According to the DoD Office of General Counsel, other than a JIEDDO General Counsel 

legal opinion of December 4, 2012, the DoD Office of General Counsel was unaware of any law, 

policy, or legal opinion specifically regarding j!EDDO's authorities to engage and influence U.S. 

persons' (as defined in DoD 5240.01-R) foreign investments or trade for the purpose of coercing a 

foreign business to a lter the production standard of itc; legitimate productc; sold outside the United 

States. 

I J \ liPr-tion on U . P rsons H ld 

(U/ /~Contract analysts and government supervisors in the COIC's Special Operations Task 

Force collected information about named U.S. persons held captive by extremists. According to 

COIC officials, U.S. person data-- analyzed and amplified by Special Operations Task Force analystc;

-was used to s upport operations to rescue or recover the U.S. hostages. DoD 5240.1-R, paragraph 

C2.3. 11. allowed information to be collected about U.S. persons held hostage by international 

terrorist organizations. Pa ragraph C2.3 stated that a DoD intelligence component may collect the 

information only if it were necessary to conduct a function assigned to the collecting component. 

JIEDDO had no hostage rescue mission to collect inform<1tion r:~hout th ese U.S. persons and therefore 

violated DoD 5240.1-R. 

lit 

(U) According to press repo1·ts, on June 17, 2011, a named U.S. person, who was a Marine Corps 

Reserve lance corporal, was arrested near the Pentagon in Arlington National Cemetery while 

carrying suspectert bomb-making materials and pro-al Qaida literature. A core analyst said that on 

the day ofthe arresl, directed the COIC to collect information about the named U.S. 

person. According to the analyst, sa id, "do not worry about any regulations, this relates 

to bombs." The analyst said that a COIC law enforcement liaison had already retrieved the U.S. 

person's social security number and given it to COlC analysts to be researched. This domestic 

collection on U.S. persons violated DoD 5240.1-R because domestic collection fell outside JIEDDO's 

jurisdiction and the fo reign intell!gence function assigned to the CO I C. 

J EOOO (il)( I ), I 4(c) 
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(U) A May 31, 2011, press report stated the following: 

The FBI began to investigate AI wan in September 2009 ... Alwan allegedly was part 

of the insurgency from 2003 until May 2006, when he was arrested by Iraqi 

authorities. Although both Alwan and Hammadi were arrested by Iraq security 

forces in 2006, they were allowed to enter the United States as refugees in April and 

July 2009, respectively. 

(U) According to Title 10 United States Code, Section 371: 

a. The Secretary of Defense may, in accordance with other applicable law, provide to 

Federal, State, or local law enforcement officiols any information collected during 

. the normal course of military training or operations that may be relevant to a 

violation of any Federal or State law within the jurisdiction of such oftlcials. 

b. The Secretary of Defense shall ensure, to the extent consistent with national 

security, that intelligence information held by the DoD and relevant to drug 

interdiction or other civilian law enforcement matters is provided promptly to 

appropriate civilian law enforcement officia ls. 

(U/ /~) JIEDDO supports the DoJ and the FBI. According to Chapter 18, Title 10, U.S. Code, 

JIEDDO can support civilian law enforcement, through USNORTHCOM, on matters with in the 

purview of The Military Cooperation with Civilian Law Enforcement Agencies Act of 1981. A 

senior COIC official said that the COIC assisted law enforcement agencies 11ormally untler the 

nexus of forensics for an lED event. However, according to the CO lC officials, legal reviews are 
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not normally done on products provided to support law enforcement; the Intelligence Oversight 

office!' does the review. Additionally, products released to third-party agencies do not always go 
through an 10 review and people may not understand the requirement or procedure for adding 

groups to the "addressee line." 

(U/ ~) Another senior }JEDDO official said that]IEDDO indirectly supports Law 

Enforcement (I.E) l.>ecause the [Homemade Explosive] (HME) Task Force led a weekly VTC 

roundtable, which included members of the LE community. This senior JIEDDO official said the 

HME Tasl< Force's role was to "play matchmal<cr," connecting organizations with data or 

intelligence with the organir.ations that could best use that data or intelligence. A senior 

JIHDDO official said that as an example of the HME Task Force's "matchmaker" role, it put the 

International Security Assistance Force (ISAF) in contact with organizations responsible for 

border security in Afghanistan. Citing another example of "matchmaking", this senior JIEDDO 

official said that the liME Task Force linked Dritish personnel, who were focused on the Tali ban, 

with the appropriate U.S. agency. A USD(l) representative said he was unaware of any JIEDDO 

authority to assist law enforcement, and another USD(l) representative said JIEDDO is not 

authorized to assist law enforcement, but USD(I) knows }J EDDO does, iu fact, provide such 

assistance. 

(U) Regarding DoD intelligence support to civilian law enforcement agencies, JIEDDOI 5240.01 

provided the following guidance: 

0 

4g. When a request for support to a civilian law enforcement agency involves the 

prov ision of[foreign intelligence] FJ or lcounterintelllgence] Cl support, it is 

considerert an intelligence activity, subject to 10 and is processed in accordance w ith 

Procedure 12 of [DoD Regulation 5240.1-R] and DoDD 5525.5 [DoD Cooperation 

with Civilian Law Enforcement Officialsl. When the requested DoD intelligence 

component capability support to civilian law enforcement agencies does not involve 

FI or CI, it must be processed in accordance with [DoDD 5525.5] and be approved by 

the Secretilry of Defense or his delegate. 

II~ n II 

lU/ /~We found thal J EOOO lhH6). lhX7)1C) 
' 

, a contract analyst at the COJC's OSAAC 

c:ollected information hy telrphonP from Afghan farmers in Afghanistan l.>y using both a notional 

alias aml an unauthorized and uncoordinated notional cover as an American university student. 
.IIEODO (h)(f•) (1>)(7)(\.) was who, in addition to working as a contract analyst for the core 
OSAAC, also worked, and continues to work, .I EDDO 11>~6). ll>X7XCI 
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.IIEDOO (h)(ti). (h)(l)(C) . She said that in 2009 an OSAAC co-worker, whose name she could not recall, 

requested that she telephone farmers in Kandahar, Afghanistan, and asl< about their crops and 

opinions on the Coalition war effort in that country. said the co-worl<er s uggested 

that she tell the farmers that she was a U.S. college student doing research for a paper. 
JIEDOO (h)(b) (h)(I)(C) said she W<IS uncomfortable making the phone calls, and after two days, refused to 

continue. Jll [)()0 (h)(h) (h)( I)( C) 

II IJIJO (h)(f>) (h)(l)(C) said the co-worker no longer worked for 

OSAAC. The uncoordinated collection, using an alias and university cover, was not consistent with 

DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual, Volume If: Collection 

Operations," chapter 1, paragraph 2, which required that "appropriately trained and certified 

individuals are the only personnel authorized to conduct HU MINT10 operations beyond tactical 

questioning. Therefore, the collection violated DoDD S-5200.37 "Management and Execution of 

Defense Human Intelligence (HUM I NT)" enclosure 2, paragraph 3 h, which stated that Defense 

HUMINT Executors will "Require personnel conducting HUMINT activities to be trained in 

accordance with core common tradecraft standards, established in consultation with the Defense 

HUMINT Manager, USJFCOM, and the National HUM! NT Manager in accordance with 

[DoD Instruction 3305.15, "DoD Human Intelligence (HUMINT) Training," February 25, 2008], and 

consistent with [Director of National Intelligence, Intelligence Community Directive Number 304, 

"Human Intelligence,'' March 6, 2008]." 

(U) The COIC1 s ol I n 0 I 
J: CP f' Use of Aliases 
(~) [()00 (h)(1) 1 •1(r) (h)(ti) !hHI)(Cl 

J EDOO (IJ)( 1) 1 ·1<<) 

•• (U) Joint Publication 1-02 defines Human Intelligence or HUMINT as: "A category of Intelligence derived from Information 
collected and provided by human sources.H 

DODIG-2014-055 111 
SJh~RJhT//~QFQA~ 



SISERIST;';'N8f8H:N 

JIEOOO (I>)( I), 1 4(c) 

J EODO (h)( I) l•I(C) 

I \ C'nnrlusion 
(U/ ~)Our investigation substantiated the allegation that the core improperly collected 

information about U.S. persons without proper authority. In addition, COIC analysts improperly 

collected intelligence using aliases and uncoordinated cover. These actions violated, or were 

inconsistent with, Executive Order 12333, "United States Intelligence Activit ies"; DoD 5240.1-R, 

"Procedures Governing the Activities of DOD lntelligeiu:e Components That Affect United States 

Persons"; and DoD Joint lED Defeat Organization Instruction 5240.01, "}JEDDO Intelligence 

Oversight"; as well as DoDD S-5200.37 "Management and Execution of Defense I Iuman Intelligence 

(HUMINT)" and DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual, 

Volume II: Collection Operations." 
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(U) RP-comm n at1 t s, 

A.1. (U I IP8H8~ Determine whether i:he Joint Improvised Explosive Device Defeat 

Organization should be designated a DoD intelligence component, much like the 

intelligence elements of the Services and the senior intelligence offices of the combatant 

commands. If so designated, approve appropriate authorization for incorporation into 

DoD 5240.1-R and DoDD 2000.19E within 120 days. If not designated, direct the Joint 

Improvised Explosive Device Defeat Organization to cease all intelligence collection 
activities. 

(U I /F8W8~ The Acting Deputy Secretary of Defense non-concurred with this recommendation and 

provided the following four-part comment: 

a. "Under the authorities in 50 USC§ 3038 and E.O. 12333 § 1.10 (k), SECDEF may use such 
elements of the Department of Defense as may be appropriate for the execution of 
intelligence functions. In DoDD 2000.19E, SECDEF assigned intelligence funct ions to JIEDDO 
along with the authority to structure the organization to carry out those functions. Director, 
JIEDDO, in turn, assigned those authorities to COIC via internal JIEDDO policy documented 
in the JIEDDO Organization and Functions Guide." 

b. "JIEDDO's COIC, a subordinate staff component, does carry out intelligence activities as 
part of its mission and, as such, already meets the definition of a Defense Intelligence 
Component (DIC) under paragraph DLI.J.8.16 of DoD 5240.1-R. It is, therefore, already 
subject to the provisions governing intelligence oversight." 

c. "JIEDDO as an organizational entity should not be designated a DIC as recommended. 
)lED DO in and of itself is not an Intelligence organization and Director, JIEDDO, does not 
require the additional authority granted by DoD 5240.;L -R to the Head of a named DJC." 

d. "In accordance with its responsibilities articulated in DoDD 2000.19E, paragraph 6.3.1., 
USD (l) will ensure that JIEDDO understands which specific collection authorities it has 
alr~dy and which will require additional approvals." 

(U ft'F8WQ~ The Acting DEPSECDEF comments are partially responsive. However. we remain 

concerned about ]JEDDO's compliance with the provisions of paragraph Cl.1.1., APPLICABILITY 

AND SCOPE, of DoD 5240.1-R--specifically, that a DoD intelligence component's "[a]uthority to 

employ such techniques [Procedures 1 through 10] shaJI be limited to that necessary to perform 

functions assigned to the DoD intelligence component concerned,'' pending the reissuance of DoDD 

2000.19E. 
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(U) In considering compliance with DoD 5240.01- R, we note that paragraph 4- of DoDD 2000.19E 

describes the JIEDDO mission as follows: 

"The JIEDDO shall focus (lead, advocate, coordinate) all Department of Defense 
actions in support of the Combatant Commanders' and their respective )oint 
Task Forces' efforts to defeat the Improvised Explosive Devices as a weapon of 
strategic influPnce." 

(U) In addition, paragraph 6.2 of DODD 2000.19E assigns the Director, Jl EDDO, certain 

responsibilities and fuhctions including: 

"Establish a joint Common Operational Picture and Joint Common Intelligence Picture of 
the JED system in the Global War on Terrorism;" (paragraph 6.2. 7.) 

"Collect and analyze data from the field to assess the effectiveness of current 
intelligence support for Combatant Commanders and their staffs;" (paragraph 6.2.15.) 

"[D]evelop and tr acl< responses to priori ty intelligence requirements;" (paragraph 
6.2.15.) 

"[l]n coordination with the operational chain of command, develop new intelligence 
support and intelligence rPquirPmcnts <~gainst fED threats to ensut·e the Combatant 

Commanders' needs are met." (paragraph 6.2.15.) 

(U/~) The JIEDDO m ission statement does not appear to necessitate the inte ntional collection 

on U.S. persons using Prm·edures 2 through 4 of DoD 5240.1-R. We found widespread confusion 

among the )JEDDO staff, including both junior ancl senior personnel, on its authority to collect on 

U.S. persons. Most troubling was the CO IC's statements in his Initial formal brieHng 

to the noo IG team and in subsequent communication with tl1e DoD JG that the COil. lacked 

intelligence colleclion authority, did nut collect iutelligence, and was nol authorized lO collect 

intelligence on U.S. persons. 

(U/ /~)Furthermore, even if the intentional collecti on on U.S. pe rsons was within )lED DO's and 

the CO IC's mission functions, as artic ulated in paragraphs 4, 6.2.7, and 6.2.1 S., we found thatthe 

CO IC was performing colle!ction activ ities tha t fe ll outside these mission functions. 

(U/ /~) We maintain that the current DoDD 2000. 19E does not clearly define the Intelligence 

collection authorities and functi ons t hat the Secrelary of Defense assignr!d to Jl EDDO and that the 

functi ons that the Director, )JEDDO, delegated to t he Jl EDDO COIC were predicated on implied 

authorities. We based our conclusion on the following: 
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(U/ ~) According to two USD(I) officials, in Janu ary 2010, [[)00 (hX6) lhXIXC) 

,JIEODO lh)(b), (h)(l)(C) , expressed concerns to USD(I) 

~1hout authorities related to JIEDDO COIC's intell igence fu nctions. 

(U//~) On July 16, 2012, the JIEDDO COIC, br iefed the DoD IG 

team that "JIEDDO-COIC has no authorilies to concluct intelligence collection 

missions and JIEDDO has no authorities to collect on U.S. Persons and must adhere 

to applicable USG and DOD Directives [EO 12::i33 and DoD 521W.1]." 

(U/ /~ On August 09, 2012, the JIEDflOj responded to a DoD IG 

data call stating that neither "JIEDDO nor the CO IC collects information on U.S. 

persons." 

(U/ /~ A JIEDDO legal opinion, dated December 'l. 20 12, stated that in October 

2012, the J IEODO (h)(6) (h)(7)(C) 

questioned the scope of JIE DDO'smission and the JIEDDO COJC's authority to t:oll ecl 

open source intelligence, and the JIEDDO COIC's au thority to collect information on 

U.S. persons. 

(U I/~ Representatives of the Office of the Assistant Secretary of Defense for 

lntelligenre Oversight ATSD (10) m::~ intain that DoDD 2000.1 9E granted JIED DO thP 

authority to conduct intelligence activiti es (although specillc tasl<s and authorities 

could not be articulated) . According loa senior i\T$0 (10) representative, no 

charter doctrine existed for JIE DDO CO JC, and J JEDDO may be operating under the 

implied authority to collect intelligence. This senior ATSD (10) representative 

suggested that we [DoD I G) check with the Joint Stc:tff and the Office of the Deputy 

Secretary of Defense for JI EDDO's [intelligence) authorities. 

A. senior Under Secretary of Defense for Intelligence representative explained that 

the Under Sccn:tary of Defense for Intelligence never resolved JI EDDO's sped fie 

intelligence collect ion authorities, but acknowledged that JIEDDO was conducting 

iutelligence activities. 

Therefore, we underscore the Acting Deputy Secretary of Defense's direct ion to t he Under Secretary 

of Defense fol' Intelligence to provide clarify ing guidance on th e <:cop~: of J I EOOO's intelligence 

collect ion authorities pending its reorgauization and the republication of tJoDD 2000.19E. We 

request a copy of the Under Secretary ofDefense for Intelligence's guidance upon issuance. 
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(U 1 ~)Although not required, the Pi rector, Jl EDDO, offered comments on the 

Recommendation A.1, addressed to the Acting Deputy Secretary of Defense. The Director stated 

that JIEDDO COIC has sufficient intelligence-related legal authorities to carry out its current mission 

to "defeat the lED system," even though it is not formally designated as a Defense Intelligence 

Component (DIC) under DOD 5240.1-R. However, the Director further s tated that }JEDDO will 

prepare a detailed mission statement for its intelligence operations as its future overall mission 

changes. The Director, JIEDDO, also provided comments to Finding A. (See Appendix C for Director, 

]JEDDO, comments and our response.) 

II J• ( 1 I , 1 , 

(U/ ~) The comments of the Director, )JEDDO, were not responsive. We did not find 

irrefutable evidence of Jl ED DO's specific collection authority to intentionally conduct human, signal, 

or open source intelligence activities. At the time of the collection activities highlighted in this 

report, JIEDDO COIC concluded that JIEDDO lacked the authority to collect on U.S. persons and did 

not conduct collection activities. We maintain that ]JEDDO's use of non-doctrinal words such as 

"harnessing" and "fusing" of information, in lieu of intelligence collection, contributed to confusion 

about JI EDDO's intelligence authorities and made JI EDDDO COTC vulnerable to conducting activities 

that may have violated DoDD 5240.1-R. The fo rthcoming rewrite of JIEDDO's mission and the 

Under Secretary of Defense for Intelligence's (USD(I)) clarification of ]JEDDO'S intelligence 

collection authoriti es should provide the necessary clarity on jlEDDO's intelligence authorities, 

mission, and functions. 

A.2. (U I fF8ti8J We recommend that the Deputy Secretary of Defense ap1lrove DoDD 

2000.19E to reflect the Joint Improvised Explosive Device Defeat Organ ization Counter-JED 

Operations/Intelligence Integration Center's authorized intelligence functions, roles, and 

responsibilities, a nd assign an executive agent for JIEDDO's external intelligence oversight . 

(U/ ~)The Acting Deputy Secretary of Defense partially concurred with this recommendation 

and provided comments that DoDD 2000.19E would be updated as Jl EDDO is reorganized and 

transitioned per the Deputy Management Action Group's decision memo of September 6, 2013. The 

Acting Deputy Sccrcta•·y of Defense recommended 180-day suspense, fl·om concept approval, for 

the update DoDD 2000.1 1)8 vice the 120 days stated in Recommendation /\.1. 

(U I~) The Acting Deputy Secretary of Defense's comments were part ially responsive. The 

Acting Deputy Secretat'y of Defense concurred with updating DoDD 2000.19E, but recommended a 
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suspense of 180 days from the approval of )JEDDO's reorganization concept. We concur with the 

180-day suspense. The Acting Deputy Secretary of Defense was not responsive to assigning an 

executive agent for JIEDDO'S external intelligence oversight. We believe that it is critical to assign 

an executive agent for intelligence to an external DoD organization capable of integrating )JEDDO's 

intelligence activities into its intelligence oversight program. We respectfully request that the 

Acting Deputy Secretary of Defense reconsider this part of the recommendation and provide 

comments to the final report. 

(ll)fllf,,' ... . 
(U/ I~) Although not required, the Director, JIEDDO, offered comments on Recommendation 

A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished in the next update to DoDD 2000.19E. 

(fiJ ()111 f.' 

The comments of the Director, )JEDDO, were responsive and require no further action. 

A.3. (U I /P8tf8) We recommend that the Deputy Secretary of Defense direct the Joint 

Improvised Explosive Device Defeat Organization to participate only in tasks directly related 

to its counter-lED mission. 

J J) ,/ 

(U I~) The Acting Deputy Secretary of Defense partially concurred with this recommendation, 

commenting that "this recommendation was valid for activities carried out under the current 

charter." The Acting Deputy Secretary of Defense added that the mission scope may be affected by 

the issuing of an updated chartering directive, as described in Recommendation A2, regarding 

JIEDDO's new mission sets for the follow-on organization. 

(U/ /~) The Acting Deputy Secretary of Defense's comments were responsive in stating that 

"this recommendation was valid for activities carried out under the JI EDIJO's current charter" and 

therefore requires no further action. 

)I 

(U/ I~) Although not required, the Director, ]JEDDO, offered comments on Recommendation 

1\.3, addressed to the Deputy Secretary of Defense. The Director stated that JI EDDO adheres to 

activities within the scope of its current authorities, subject to continuou'> oversight by senior 

leadership, and the )IEDDO Office of General Counsel. The Director also stated that this will change 
as JIEDDO's mission evolves. 
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The comments of the Director, JIEDDO, were not responsive. We concluded that JIEDDO's current 

intelligence authorities were not clearly defined in DoDD 2000.19E, the J JEDDO leadership differed 

on its understanding of J lED DO's intelligence collection authorities, and the J lED DO's General 

CoUJ~sel for Operations and Intelligence was not always consulted prior to fulfilling JI EDDO's 

requests for support or intelligence activities. Nevertheless, we believe Recommendation A.3, will 

be accomplished by the USD (I)'s clarification of JIEIJDO'S intelligence co llection authorities and the 

inclusion of JIEDDO's intelligence mission, authorities, and functions in the revised DoDO 2000.19E. 

A.4. (U/ /~)We recommend that the Deputy Secretary of Defense determine whether the 

Joint Improvised Explosive Device Defeat Organization's mission evolution from "defeat the 

network" to "attack the network" is in accordance with DoDD 2000.19E. 

I J ' I 

(U/ /~)The Acting Deputy Secretary of Defense concurred with this recommendation and 

provided comments. The Acting Deputy Secretary of Defense stated that this recommendation will 

be reflected in the reissuing of a chartering directive, as described in comments to 

Recommendation A2, adch·essing the new mission sets for the follow-on organization. 

The Acting Deputy Secretnry of Defense's comments were responsive and require no further action. 

J jf)t 'IIIII JfJ.'I Jt l t"lt'*' 

(U/ /~)Although not required, the Director, JI EDDO, offered comments on Recommendation 

AA, addressed to the Deputy Secretary of Defense. The Director stated thatjiHDDO's mission 

evolved fully within the scope of JIIWDO's authorities under DODD 2000.19E and applicable law. 

Future chartering documents will provide greater detail on specific intelligence missions. The 

IJirector, JIEDDO, also provided comments to Finding 1\. (See Appendix C for Director, ]lED DO, 

comments and our response.) 

(U/ /~) The comments of the Director, JIEDDO, were not responsivr . We conclude that 

JIEDDO's mission has evolved beyond its original charter in conducting activities not related to its 

original counter-JED mission. We base this conclusion on the fact that JI EDDO's mission has 

evolved from "defeat the network" to "attack the network," the expanding of JIEDDO's counter-lED 

focus from only Afghanistan to worldwide, JIEDDO's support to domestic Jaw enforcement, and 

JIEDDO's HUM I NT, SIGJNT, and OSINT collection activities. 
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A.S (U/ /F8tf8} We recommend that the Deputy Secretary of Defense create an internal 

Inspector General for JIEDDO to oversee the organization's intelligence oversight program. 

(' 1 1 .. 1/t/1 1 • l ' 

(U/ ~)The Acting Deputy Secretary of Defense concurred with this recommendation and 

provided comments that reissuing the JIEDDO chartering directive will be used to clarify both the 

role of a JIEDDO IG and IG's relationship to a more senior IG in an appropriate defense component 

regarding Intelligence Oversight responsibilities. 

1 r n nj,.,•, t "' 1 11'/lllu 

(U/ ~) /\lthough not required, the Director, }JEDDO, offered comments to Recommendation 

A.5, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished. 

(lfj(l/1/ ~~, I 

(U/ /~) The comments of the Acting Deputy Secretary of Defense and the Director, j!EDDO, 

were responsive and require no further action. 

A.6. (U I/~) We recommend that the Director, JIEDDO, cease intelligence collection 
activities, pending Office of the Secretary of Defense authorization. 

Ill/ 1111 •(lrl/ j/ /J/}1), utl'lll i J• 

(U/ /~)The Director, JIEDDO, non-concurred with this recommendation and commented that 

such action would needlessly deprive the warfighter of critical support regarding the lED threat in 

Afgha1~istan and elsewhere. The Director, JIEDDO, commented that JIEDDO COIC is used for foreign 

intelligence activities and the COIC's information and intelligence collect·ion activities support 

JIEDDO's key mission--to defeat the JED system. 

1 111 rlur , .. ' .. ,., , 11111 t' 1 

(U/ /~) The comments of the Director, JIEDDO, were not responsive to our recommendation. 

DoDD 2000.19E does not clearly define j JEDDO's intelligence collection authorities or functions that 

the Office of the Secrcta1y of Defense assigned to JIEDDO. /\s stated in our response to 

Recommendation A.l, jiEDDO leadership continued to have conflicting opinions concerning 

JIEDDO's intelligence collection authority and activities. We believe thal the Acting DEPSECDEF's 

comments regarding Recommendation A.l--that the USD (I) will ensure that ]J EDDO understands 

its current collection authorities and limitations·-will satisfY this recommendation. However, until 

the USD(I) provides JIEDDO guidance on what collection authorities and limitations )J EDDO 

currently has, we remain concerned about }lED DO conducting activities that fall outside the scope 

of its original charter. 
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A.7. (UI/F8tf8) We recommend that the Director, JIEDDO, authorize the COIC a full time 
Deputy Genera) Counsel for Operations and Intelligence billet. 

ltJ I 

(U I I~) The Director, Jl EDDO, concurred with this recommendation and commented that the 

position was to be filled in january 2014. 

It I , 

(UI I~) The comments of the Director, JI EDDO, were responsive and require no further action. 

Based on follow-on communication from JICDDO, the previous General Counsel for Operations and 

Intelligence did return to )JEDDO in January 2014-, but is currently filling the position of the Deputy 

General Counsel, )IEDDO. 

A.8. (U I/~) We recommend that the Director, JIEDDO, review hardcopy and softcopy 
holdings for U.S. persons Information, and delete or retain in accordance with DoD 5240.1-R, 

Chapter 3. 

'II) .\1,1 

(UI /~)The Director, JIEDDO, concurred with this recommendation and provided the following 

comments that "this review is part of the ongoing Intelligence Oversight program. JIEDDO 

published JIEDDO Instruction 5240.1 in january 2012 which reviewed our procedures and opinions 

for compliance." JIEDDO COIC is close to finalizing a SOP on intelligence oversight and handling of 

information concerning US persons, led by the intelligence oversight officer and closely coordinated 

with the General Counsel's office. 

I I} {11/j N I I' II , 

(UI ~)The comments of the Director, J[EDDO, were 1·esponsive. We request JI EDDO complete 

the review no later than 30 days from the date of this report, staff its intelligence oversight SOP 

through the Office of the Assistant Secretary of Defense for Intelligence Oversight, and provide the 

results to the DoD !G. 

A.9. (U/ fF-9W) We recommend that the Director, JIEDDO,review internal procedures and 

current Jegal opinions to ensure that collecting information about U.S. persons is in 
accordance with Title 10 United States Code, Executive Order 12333, DoD Directive 5240.01, 

DoD 5240.1-R, and other applicable policies and instructions. 

(UI ~)The Director, JIEDDO, concurred with this recommendation and stated that JIEDDO 

Instruction 5240.1, published in January 2012, provided the procedures and opinions for 
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compliance. The Director also stated that JIEDDO COIC is finalizing a SOP on intelligence oversight 

and handling of information concerning U.S. persons, led by the intelligence oversight officer and 

closely coordinated with the General Counsel's office. 

(fl) IJIII /?r'.\'/ltl/1'\o 

(U/ /~ The comments of the Director, ]JEDDO, were partially responsive. The Director, 

JIEDDO, addressed finalizing JIEDDO's internal procedures, but did not address reviewing its 

current legal opinions. As stated in this report, legal opinions in the COIC were embellished with 

the organization's hist01y and failed the due-diligence process in addressing the intelligence 

oversight activities to be conducted by the COIC analyst in responding to a request for support. As 

cited in a 2011, Headquarters, U.S. Army Reserve Command 15-6 investigation, the legal opinion 

that the JIEDDO's General Cou!lsel provided addressed the fiscal law and funding issues associated 

with the support to be given, but did not address any possible issues regarding operations, 

intelligence training, and intelligence oversight. We request that JIEDDO review its current legal 

opinions to ensure they are current and prepared in accordance with applicable intelligence-related 

governing authorities. We believe that the Acting DEPSECDEF's comment--that the USD (I) will 

ensure that )JEDDO understands its current collection authorities and our response to 

Recommendation A.1--wil1 assistJIEDDO in satisfying this recommendation. 

A.lO. (U I~) We recommend that the Director, )JEDDO, tailor JIEDDO's intelligence 

oversight training to fit the COIC's unique mission and activities. 

(Uit"-fr· IO< '•" 't r,,, · ,.•· · 
{U/ ~)The Director, JI EDDO, concurred with this recommendation and commented that 

JIEDDO tailored its training as part ofJIEDDO Instruction 5240.1 in January 2012 and continues to 

refine the training to ensure compliance. 

(II J 0111' [;',·,pt~n · 

(U/ /~)The comments of the Director, )JEDDO, were r esponsive and require no fur ther aclion. 

*These recommendations are also applicable to Finding 8, "The CO!C lmproperly Retained 
Information on U.S. Persons," Finding C, "The COIC Improperly Disseminated Information 

on U.S. Person," or Finding D, ''The COJC Lacked Effective Intelligence Oversight." 
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(U) Finding B: The COIC ln1pro1Jer y e ained 
Information on U.S. Persons 

(U/ ~)Our investigation revealed that the COJC improperly retained information about U.S. 

persons. The COIC failed to consistently conduct collectability and retention reviews on U.S. 

persons information in the COIC's holdings and U.S. persons information collected by COIC analysts 

was not compartmentalized on the occasions when a collectability and retention review was 

completed. The COIC did not comply with the 90-day retention timeframe because of poor 

intelligence oversight reviews. Finally, the COIC also lacked a systematic means for purging U.S. 

persons information that was inappropriate for retention. 

(U/ ~)As a result, COIC analysts collected and retained U.S. telephone numbers or FVEYll 

numbers within the COIC's Palantirt2 database. In addition, COIC analysts collected and retained 

information on U.S. persons in support of law enforcement activities. Requests for U.S. persons 

information and intelligence products that contained U.S. persons information were reportedly not 

always vetted through the COIC's General Counsel for Intelligence, as JIEDDOI 5240.1 required. 

Finally, U.S. persons information was retained past the 90-day timeframe in violation of DoD 

5240.1-R, "Procedures Governing the Activities of DOD Intelligence Components That Affect United 

States Persons" and DoD Joint lED Defeat Organization Instruction, JIEDDOI 5240.01, "JIEDDO 

Intelligence Oversight." 

(U) According to JIF.DDOl 5240.01, enclosure 3.4c. If the information was incidentally co1Jected 

(that is, not-intentionally accessed or received), it should be reviewed to ensure that it could have 

been intentionally collected under [DoD 5240.1-R] Procedure 2, or may otherwise be retained in 

accordanc~ with [DoD 5240.1-1~) Procedure 3. DoD intelligence component personnel may 

temporarily retain a ll collected information on US persons for up to 90 days solely to review and 

determine if it was properly collected and therefore may be permanently retained. This temporary 

retention period begins the moment that a DoD intelligence component employee receives or 

retrieves US person information in the course of his or her official duties, with the intent of 

determining whether the information should be used in a report, a data base, or in some other 

manner that constitutes an affirmative intent to use or retai 11 the information. 

11 
(U) Fivo Eyes - International lntelflgl!nce sharing network that includes the u.s., Australia, Canada, New Zealand, and the United 

Klngdorn 
u (U) Palantiris a web base tool that allows for data integration, search and discovery, knowledge m~nagement, and collaboration 
of information and mes~age traffic throughout the Intelligence comrnunlty 
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(U) Proces ~tng and S fe uard a Untted States Pe or 

• r 
(U) According to DoD JJEDDOI 5240.01, DoD intelligence component personnel may temporarily 

retain all collected information on U.S. persons for up to 90 days, solely to review and determine if 

it was properly collected and therefore may be permanently retained. This temporary retention 

period begins the moment DoD intelligence component employees receive or retrieve U.S. person 

information in the course of their official duties, with the intent of determining whether the 

information should be used in a report, a data base, or in some other manner that constitutes an 

affirmative intent to use or retain the information. 

(U) All information received or retrieved by DoD intelligence components or personnel subject to 

this instruction, which is temporarily retained while pending a collectability determination for 

permanent retention, shall be segregated from other U.S. person information for which a 

collectability detern~ination has been made authorizing permanent retention, and ail U.S. person 

information temporarily retained pending a permanent retention collectability determine~tion shall 

be regularly reviewed periodically, not to exceed a 90-day period, to ensure that U.S. person 

information is not improperly retained. However, we found no ''segregated area" to hold U.S. 

person information that is awaiting a determination. 

(U) All JWDDO records or documents (regardless of format), produced, retained, or disseminated 

by DoD intelligence components or personnel subject to this instruction that contain U.S. person 

identifying data, shall be clearly marked "CONTAINS U.S. PERSON INFORMATION", "THIS REPORT 

CONTAINS U.S. PERSON ID ENTITY INFORMATION", "USPERSON", etc., as appropriate. 

(U/ /~) According to a COIC analyst, U.S. persons information was maintained on emails within 

the Network Integration Division (NID) and JIEODO's purpose for collecting or retaining this 

information was to support RFi s (request for information)/RFSs (request fo r support). A COIC 

analyst said that when analysts have U.S. persons data, they "tuck it to the side." If analysts have 

any questions, they go to the Intelligence Oversight officer. lie said that analysts purged the data 

from their computers, but the Network Integration Division (NID) manages the storing and purging 

of U.S. persons' data on its computer systems. The CO IC analyst was not a ware of the specific N I D 

procedures for purging data from the systems. When COIC personnel were informed of the DoD IG 

investigation, they re-examined their U.S. persons holdings to ensure they were con1fortable that 

they had not retained U.S. persons' data past the 90/180 day marks, In a memorandum, 

"Preliminary Inquiry - Reported DoD IG Intelligence Oversight Violation," elated June 29, 2012, the 
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COIC self-reported potential intelligence oversight issues. This document revealed that the COIC 

had inappropriately retained the following U.S. persons information: 

JIEDDO (b)( 1). 1 4(c) 

JIEDDO (h)( 1 ). 1 4(c) 

.JIFDDO (1>)(1). 1 4(c) 

-
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(U) According to JlEDDOI 5240.01, all information received or retrieved by DoD intelligence 

components or personnel subject to this instruction, which is temporarily retained while pending a 

collectability determination for permanent retention, shall be segregated from other U.S. person 

information for which a collectability determination has been made authorizing permanent 

retention. All U.S. person information temporarily retained pending a permanent retention 

collectability determination shall be regularly reviewed periodically, not to exceed a 90-day period, 

to ensure that U.S. person information is not improperly retained. However, we did not find any 

evidence that U.S. persons information collected by COIC analysts was compartmentalized while a 

collectability and retention review was completed. Also, COIC lacked a systematic means for 

purging U.S. persons information that was inappropriately collected or not eligible for retention. 

'I H ro rl s'o 

·(U/ ~)As a result of our investigation, we concluded that the COIC improperly retained 

information about U.S. persons. The COIC failed to consistently conduct collectabillty and retention 

reviews on U.S. persons information within the COIC's holdings. U.S. persons information collected 

by core analysts was not compartmentalized on the occasions when a collectability and retention 

review was completed. The COIC did not comply with the 90 day retention timeframe and also 

lacked a systematic means for purging U.S. persons information that was not eligible for retention. 

(U) Recommendations, 0 n h an 

8 .1. (U/ /Feti&) We recommend that the Deputy Secretary of Defense create an internal 

Inspector General for JIEDDO to oversee the organization's intelligence oversight program. 

II' •I· r I I lli'JII''' .c,·, 

(U I/~) The Acting Deputy Secretary of Defense concurred with this recommendation and 

stated that reissuing of the JIEDDO chartering directive will be used to clarify both the role of a 

JIEDDO lG and IG's relationship to a more senior IG in an appropriate defense component regarding 

to Intelligence Oversight responsibilities. 

. ,,.,n 
(U/ /~) Although not required, the Director, JI EDDO, offered comments to Recommendation 

A.S, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished. The Director, JIEDDO also provided comments to Finding B. (See Appendix C 

for Director, JIEDDO comments and our response.) 
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(U I~] The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO, 

were responsive and require no further action. 

8.2. (U 1 /f8ti8) We recommend that the Director, JIEDDO, authorize the COIC a full time 
Deputy General Counsel for Operations and Intelligence billet. 

(II I n,·, " /1 )tj I I I II' 'II 

(U I /~)The Director, JI EDDO, concurred with this recommendation and commented that the 

position was to be filled in January 2014. 

r i I 

(U/ /~) The comments of the Director, JIEDDO, were responsive and require no further action. 

Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and 

Intelligence did return to jlEDDO in january 2014, but is currently filling the position of the Deputy 

General Counsel, JI EDDO. 

8.3. (UI _ffetf&) We recommend that the Director, JIEDDO, review hardcopy and softcopy 

holdings for U.S. persons information, and delete or retain in accordance with DoD 5240.1-R, 

Chapter 3. 

IJ 

(U/ ~)The Director, JI EDDO, concurred with tl1is recommendation and provided the following 

comments that "this review is part of the ongoing Intelligence Oversight program. JIEDDO 

publishedJIEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions 

for compliance." )IEDDO COJC is close to finalizing a Standard Operating Procedure (SOP) on 

intelligence oversight and handling of intonnation concerning US persons, led by the intelligence 

oversight officer and closely coordinated with the General Counsel's office. 

(U I~] The comments of the Director, J I EDDO, were responsive. We request that JIEDDO 

complete the review no later than 30 days fi·om the date of this report, staff its intelligence 

oversight SOP through the Office of the Assistant Secretary of Defense for Intelligence Oversight, 

and provide the results to the DoD !G. 

8.4. (UI I~) We recommend that the Director,JIEDDO, tailor JIEDDO's intelligence 

oversight training to fit the COle's unique mission and activities. 
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(U/ /~)The Director, flED DO, concUl'l'ed with this recommendation and commented that 

)lED DO tailored its training as part of JIEDDO Instruction 5240.1 in January 2012 and continues to 

refine the training to ensure compliance. 

(lll ( J .. ,. 

(U/ /~)The comments of the Director, JIEDDO, were responsive and require no further action. 

~rllese recommendations are also applicable to Finding A, "The COIC Improperly Collected 

information on U.S. Persons," Finding C, "The CO!C Improperly Disseminated Information 

on U.S. Person," or Finding D, "The COIC /,a eked Effecave Intelligence Oversight." 
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(U) Finding C: The COIC llnpl'operly Dissentinated 
lnforntation on U.S. Persons 

(U//IAQWQ~ Out· investigation revealed that the COIC improperly disseminated information about 

U.S. persons by releasing produces that contained U.S. persons Information without proper "U.S. 

persons" markings. The COIC failed to properly marl< these products because, according to a COIC 

analyst, such dbsemination occurred so infrequently. Additionally, COIC intelligence products that 

contained U.S. persons information did not always go through the COIC's intelligence oversight 

review prior to dissemination, as required by JIEDDOJ 5240.1. 

(U/ /~) As a result, the COIC violated DoD 5240.1-H, "Procedures Governing the Activities of 

DOD Intelligence Components That Affect United States Persons"; and DoD Joint lED Defeat 

Organization Instruction, JJBDDOI 5240.01, "JIEDDO Intelligence Oversight." Furthermore, 

products that contained U.S. persons information that did not undergo an intelligence oversight 

review were not minimized by replacing identity information with "US PER", or U.S. Person. 

(U) Regarding the dissemination of information about U.S. persons, J IEOD015240.01 provided the 

following guidance: 

II\ 

Enclosure 3.4f. Prior to dissemination, all JIEDDO intelligence products will be 

reviewed to determine whether the US person identity information is necessa ry for 

the use of or the understanding of the product. This review is called the 

MINIMIZATION process. Where the US person identity information is not necessary 

to understand the product, the identity information will be MINI MIZE D by replacing 

it with "a US person", "USPBR", "a US hydroelectric corporation", "a Colorado social 

club," etc., as appropriate. 

Prrun ti n 

(ll/ ~)An undated COIC briefing, ''Fatima Group U.S. Company Associations," contained til e 

marki ng: "(U) This product contains U.S. Persons data, which has be~n inco rporated consistent 

with all applicable laws, directives and policies." The subject briefing inducted data on the 

following U.S. companies and some key personnel: .urono ll>)il)il\l 

to each U.S. person identity is not followed by the required marking to clearly indicate that the 

information is considered U.S. person information. 
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(U//~ A COIC OSAAC briel1ug of june 6, 2012, "(U) An Open Source Analysis of ls lamist 

Bosnian Violent Extremist Networks,'' did not contain any marl<ings indicating the bt•iefing 

contained U.S. persons infot·mation. The subject briefing contained information on .J [()00 (h)(b) (h)(/) 
c 

,ll[()[lO (h)(h) (l>)ll)(C) a U.S, citizen . This briettng also contained 

information on the fo llowing U.S. citizens .!If Dlln !hHhl (hJ!IJICJ 

(a permanent U.S. residentJ;III 

(a naturalized U.S. citizen); Jlf [)(10 (h)(b) (h)(/){C) (U.S. citizen); Jll DllO (IJ){G) lh)(/)(C) 

(U.S. citizen); J 1 rmo !hXfiJ lhlCIHLJ (U.S. citizen); n (U.S. citizen); ami 
Jlf[l[ll) (IJ)(fo) (h)(l)(\.) (U.S. citizen). 

(U//~ In addition to the documented evidence above, a senior COIC analyst snid he could not 

remember a product being released with a U.S. persons label, because it occurs so infi·equently. 

Another CO IC analyst said he was not aware of any special labeling or h;mdling of U.S. persons' data. 

Finally, a COIC official said the COIC has a Multi-Intelligence Core13, which handles 200+ Intelligence 

feeds coming into the COIC. This senior official acknowledged U.S. persons' data is maintained on 

the HUB [Multi-Core DatabascJ and is not [periodically] reviewed or deleted. 

In\ l"nnr us1on 

(U//~) Our investigation revealed that the COIC clid not comply with properly marldng 

products that containe d U.S. persons information. /\s a result, COIC imp1 operly disseminated 

information about U.S. persons by rcJeasing products that conta ined U.S. persons informatiou 

without proper "U.S. persons" markings. 

(U) Recommendat ns, Ma n 
ocn 

C.l. (U I ff9Y9) We recommend that the Deputy Secretary of Defense create an internal 

Inspector General for JIEDDO to oversee the organization's intelligence oversight program. 

( U//~ The Acti ng Deputy Secretary of Defense concurred with this rewmnw11d<1tion ami 

provided comments that reissuing the II EDDO chartcrin~ directive will be used to clarifi; both the 

role of a JIEDDO IG and IG's relationship to a more senior IG in an appropn~te dcfcnst> component 

regarding Intelligence Oversight responsibi li ties. 

oJ (U/~ The Multl·lntelligence Core (MICI is the COIC server th31 handles the 200+ lnte ll ig~nce feeds coming into the COlC. 
Analysts search and use the data on the MIC to butld lhrtr analytical products. 
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r 111 , • ,. •. . J ,. n "n 
(UI ~)Although not required, the Director, JIEDDO, offered comments to Recommendation 

A.5, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished. The Director, JlEDDO, also provided comments to Finding C. (See Appendix C 

Jor Director, JIEDDO, comments and our response.) 

(U I I~) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO, 

were responsive and require no further action. 

C.2. (U I tp8tie) We recommend that the Director, JIEDDO, authorize the COIC a full time 
Dep~ty General Counsel for OperatJons and Intelligence billet. 

fill I,., 111·1 11 ,, utn11wnr 

(UI I~) The Director, JIEDDO, concurred with this recommendation and commented that the 

position was to be filled in january 2014. 

(UI ~) The comments ofthe Director, JIEDDO, were responsive and require no further action. 

Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and 

Intelligence did return to JIEDDO in january 2014, but is currently fillil1g the position of the Deputy 

General Counsel, JIEDDO. 

C.3. (U 1 fF8tf8) We recommend that the Director, )lED DO, review hardcopy and softcopy 

holdings for U.S. persons information, and delete or retain in accordance with DoD 5240.1-R, 

Chapter 3. 

('I} I IU/1! 1' 17 "I · " I 'I 

(U I I~) The Director, JIEDDO, concurred with this recommendation and provided the following 

comments that "this review is part of the ongoing Intelligence Oversight program. JIEDDO 

published]IEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions 

for compliance." JIEDDO COIC is close to finalizing a SOP on intelligence oversight and handling of 

information concerning U.S. persons, led by the intelligence oversight officer and closely 

coordinated with the General Counsel's office. 

(UI I~) The comments of the Director, ]JEDDO, were responsive. We request that ]JEDDO 

complete the review no later than 30 days from the date of thjs report, staff its intelligence 
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uversiglll SOP through t he Offi ce of the Assistant St!tretary ufOeftwse for Jntelllgem:e Oversiglll a111l 

pmvlde the resu lts to the DoD IG. 

C.4. (U//f9W9) We recommend that the Director, JIEDDO, tailor JHJDOO's intelligence 

oversight training to fit the COIC's unique mission and activities. 

II 

(U/ ~) The Di rector, J lED DO. concutTed with this recommendation and com men ted that 
}JEDDO tailored its training as part ofjiEDDO lnstructiou !>240. 1 in Janu ~cli'Y 2012 and continues to 

refine the training to ensure compliance. 

I 'J ' Jt t I 

(U/ ~)The comments of the Director. JIEDDO, were resvonsive and require no further action. 

~TI1ese recommendations are also applicable to Fi11rling A, "The COIC fmproperly Collected 

information on U.S. Persons," Fil1ding 8, "'fhe COIC Improperly Retrlined Information on 

1/.S. Persnn, ''or Finding D, "The COIC Lacked Effective /ntelligenr.e Over.~ight." 
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(U) Finding D: The COIC Lacked Effective 
Intelligence Oversight 

(U/ ~) Intelligence oversight training, knowledge, and practices within the COIC were 

inconsistent and some COIC members characterized them as "minimal at best." The COIC lacked an 

effective intelligence oversight program because prior to 2012, JIEDDO leadership had significantly 

emphasized the program. In addition, the COIC's workforce had varying degrees of initial 

intelligence and intelligence oversight training. 

(U) According to JIEDDOI 5240.01: 

l!nclosure 2.1. Per JIEDDO Director Memorandum ... (dated February 28, 2011j the 

Counter-JED Operations/In telligence Integration Center is the sole intelligence 

component of JIEDDO. 

Enclosure 2.1 b. Ensure a ll newly-assigned COIC and headquarters personnel receive 

10 training developed by the JI EDDO CO IC Training Integration Di vis ion within 30 

days of arrival, receive annual refresher training in 10 and are formally tested on 

their knowledge tailored to specifi c unit miss ions. Formal testing developed in 

coordination with the IG and [DoD General Counsel] c~n immediately follow annual 

refresher training. 

(U I/~) As cited in an ATSD(JO) report "Report of a Staff Assistance Visit" of August 'J, 2011, 

inte lligence oversight knowledge in the UlEDDO] workforce is inconsistent. ATSD(IO) 

recommended that JIEDDO should develop a training resource tailored to the nuanced risks of the 

CO IC's organization and mission, especially as mission focus shifts, as anticipatecl, to a new future 

target. Intelligence oversight training, kn owledge. and practices within the COIC remained 

inconsistent. Prior to 2012, JWDDO leader:ihip had not given significant emphasis to the COIC's 

intelligence oversight and did not approve an intelligence oversight policy letter until July 201 2, 

after the DoD JG announced its in vestigation. According to a senior COIC official, the CO JC was 

working on a training progrr~m for Assistant Intel Oversight officers, but II EDDO's leadership did 

not make it a priori ty. In addition, the C:O IC's workforce ha1l varying rlegl'ces of in it ial intell igence 

training (4days ·6wceks), which included .some Intelligence uversighL. Some COl C. personnel 

described }lED DO's intelligence oversight training as minimal, at best. 

(U//~) According to representatives from OUSD(l), after JIEDIJO fbX6l (lll!IXCl 

.IIHlOO (h)(l\) (h)(TJ((:) and expressed concerns that the COIC may be performing intelligrmce 

activities, he was purportedly assured by the Office of the Secretary of Defense that the CO IC was 
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engaging in intelligence-like activities, which were governed by the same intelligence r ules. The 
IIEDDO (h)(ti) (h)(7)(C) , said that when JIEDDO's J2 and the COIC were 
merged in 2010 as a result of :l command reorganization, the COIC acknowledged an inte1Hgence [or 

intelligence-Jikej mission. In February 2011, the COIC was given a new designation -- from the 

Counter-lED Operations Integration Centerto the Counter-lED Operations/Intelligence Integration 

Center. also said that In May 2011, JIEDDO started enforcing the annual requirement for 

Intelligence Oversight (10) training, and the number of the COIC personnel examining inte11igence 

oversight issues increased from two to eight people. In August 2011, the Assistant to the Secretary 

of Defense for Intell igence Oversight sent a memorandum, subject: "Report of Staff Assistance 

Visit," to the Director, Counter-lED Operations/Intelligence Integration Center (COl C). The 

memorandum detailed deficiencies in the CO IC's Intelligence Oversight program, which included 

training, oversight, and reporting. and provided recommendations for improvements. A July 2011 
. IIUlDO (h)(h) (h)(I)(C) memorandum from , COIC, designated • 

Jlf()()O (h)(f.) (h)!/)(() 

(S I 'UP) II 
.I[()[)() (h)(1 ). 1 4(r) (h)(f>) (h)(l)(C) 

(U/ ~)According to 95 pe rcent of t~ ll informr~t ion, which m~y include U.S. persons' 

data that the COIC received, was stored on the Mu lti-Core !NT computer server, and the other five 

percent of information was stored on the Restricted Local Area Network system. said he 

had archived every email concerning Intelligence Oversight since JIFODO (h)(fi) (h)(7)(C) 

IEDDO (l>)(fi) th){l)(C) . He added that he had built folders fo r all requests and 

answers. said he had specified computer network folders to hold Intelligence ·oversight

said tile folders were built in ju ly 2012 by the lntormation Assurance 

division on the SIPRNet [Secu re Internet Protocol Router Network] non-releasable server, in an 
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Intelligence Oversight subdirectory, and on JWICS [Joint Worldwide Intelligence Communications 

System] on the HCS [Human Intelligence Control System]/ORCON [Dissemination and Extraction of 

Information Controlled by Originator] !>erver, in an Intelligence Oversight subdirectory. We found 

statement to be fa lse. Our review of the intelligence oversight folders revealed that the 

folders were not created until October 2012, rather than in July, as had said. 

(U I/~) A senior COIC analyst said U.S. persons' data was researched and stored on the 

Restricted Local Area Network system. Another senior analyst said the Network Integration 

Division managed the storing and purging of U.S. persons' data on COIC's computer systems. A 

manager in the COJC's Information Technology Management Office said that an email from the 
general counsel or the Intelligence Oversight officer was necessary before U.S. persons' data could 

be purged from the network. But he said he had never seen such a request. A Jlf DDO (11)(/)(1\J 

· contractor, who worked for the COIC's Information Assurance, also said he never received a request 

to delete U.S. persons' data, and no record existed to indicate any U.S. persons information had ever 

been deleted. 

(U/ /~ COIC personnel, at many pay grades and levels ofresponsibilily, generally rated the 

Intelligence Oversight training program from "minimally sufficient" to "average," and several 

members believed that the training was done only to "check the blocl<," referring to the training 

requirement. According to one analyst, the command conducted a "paper drill" updating the 
Intelligence Oversight policy, which identified individuals within various sections as Intelligence 

Oversight monitors. But some of the designated employees were not notified of their new 

additional duty . .1 mno (h)(liJ (I>XI)(l J 

(U/ /liQWQ) The COIC did not have an effective Intelligence oversight program due to a lack of 

emphasis; the training was characterized as "minimal at best." The COIC's workforce had varying 
degrees of initial intelligence and intelligence oversight training, which resulted in inconsistent 

knowledge and practices. 

(U Rec m d s 0 

0.1. (U//FAW9) We recommend that the Deputy Secretary of Defense approve DoDD 

2000.19E to reflect the Joint Improvised Explosive Device Defeat Organization Counter-lED 
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Operations/Intelligence Integration Center's authorized intelligence functions, roles, and 

responsibilities, and assign an executive agent for }JEDDO's external intelligence oversight. 

/Ill I /I 

(U I /F9ij9) The Acting Deputy Secretary of Defense partially concurred with this recommendation 

and provided comments that DoDD 2000.19 would be updated as }JEDDO is reorganized and 

t ransitioned per the Deputy Management J\ction Group's decision memo of September 6, 2013. The 

Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for 

the update DoDD 2(l00.19E vice the 120 days stated in Recommendation A.l. 

i j/J 011• ,( 11 "I 

(U I/~) The Acting Deputy Secretary of Defense's comments were partially responsive. The 

Acting Secretary of Defense concurred with updating DoDD 2000.19 E, but recommended suspense 

of 180 days from the approval of )JEDDO's reorganization concept. We concur with the 180-day 

suspense. The Acting Deputy Secretary of Defense was not t·esponsive to assigning an executive 

agent to JIEDDO'S external intelligence oversight. We believe that it is critical to assign an executive 

agent for intelligence to an external DoD organization capable of integrating) JED DO's intelligence 

activities into its intelligence oversight program. We respectfully request that the DEPSECDEF 

reconsider this part of the recommendation and pt•ovide comments to the final report. 

f ii)J)Wu' ' • tft IH 11 ' I'UI , 

(U/ /~)Although not requ ired, the Director, JI EDDO, offered comments on Recommendation 

A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished in the next update to DoDD 2000.19E. The Director, j1EDDO, also provided 

comments to Finding D. (See Appendix C for Director, }JEDDO comments and our response.) 

The comments of the Director, JIEDDO, were responsive and require no further action. 

0.2. (U//Ji'8ti8} We recommend that the Deputy Secretary of Defense create an internal 
Inspector General for JIEDDO to oversee the organization's Intelligence oversight program. 

(U/ /~The Acting Deputy Secretary of Defense concurred with this recommendation and 

provided comments that reissuing the JIEDDO chart~ring directive will be used to clarify both the 

role of a Jl EDDO IG and IG's relationship to a more senior IG in an appropriate defense component 

regardjng to Intelligence Oversight responsibilities. 
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(I/ ,, 

(U/ /~)Although not required, the Director, JIEDOO, offered comments to Recommendation 

A.S, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished. 

I { 1 J II I 1/ t' 

(U/ /~) The comments ofthe Acting Deputy Secretary of Defense and the Director, JIEDDO, 

were responsive and require no further action. 

D.3. (U j /F9Y9~ We recommend that the Director, JIEDDO, authorize the COIC a full time 
Deputy General Counsel for Operations and Intelligence billet. 

r 111 II/II'' ((l( JIJ. ,,flo ( ,,, ""("/( 

(U/ /~The Director, JlEDDO, concurred with this recommendation and commented that the 

position was to be filled in january 2014. 

,, 
(U/ /~) The comments of the Director, JIEDDO, were responsive and require no futther action. 

Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and 

Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy 

General Counsel, JIEDDO. 

D.4. (U/ /~)We recommend that the Director, JIEDDO, tailor JIEDDO's intelligence 

oversight training to fit the COIC's unique mission and activities. 

fi 1 H/IIt 

(U/ /ofetfe) The Director, JIEDDO, concurred with this recommendation and commented that 

JI EDDO tailored its training as part ofJIEDDO Instruction 5240.1 in January 2012 and continues to 

refine the training to ensure compliance. 

(U/ /f9ij8) The comments of the Director, ]JEDDO, were responsive and require no fu rther action. 

*These recommendations are also applicable to Finding A, "The CO/C Improperly Collected 

information on U.S. Persons," Finding B, "The COJC Improperly Retained Information on 

U.S. Persons," or Finding C, "The COJC Improperly Disseminated Information on U.S. 

Person. " 
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(U) Finding E: COIC Authority as a DoD 

Intelligence Component was Unclear 
- -

(U I I~ The COIC's authority, roles, and responsibilities as a DoD intelligence component were 

unclear and undocumented. DoDD 2000.19E was written prior to the COIC's establishment and 

therefore did not specify the COIC's authority to collect raw data under the auspices of research. 

COIC senior leadership incorrectly perpetuated the idea that the COIC did not conduct intelligence 

collection. Likewise, DoDD 2000.19E did not specify the COJC's authority to collect raw intelligence 

and produce original intelligence products. According to officials from OUSD(I), the DoD Office of 

General Counsel, and the Office of the Assistant to the Secretary of Defense for Intelligence 

Oversight (ATSD(IO)), no DoD directives or guidance existed that defined the COJC, its designated 

functions, or its authorized roles and responsibilities. DoDD 2000.19E tasked OU SD (I) to provide 

policy, guidance, and oversight for information management and intelligence to assist the ]JEDDO 

on matters pertaining to lED Defeat. But inconsistencies existed about the COIC's authorities, roles, 

and responsibilities. As a result, the COIC leadership was confused about its authority to conduct 

intelligence collection and therefore unable to definitively provide written authorizations to their 

employees when questions arose. 

(UI /~)The COIC's authority, roles, and responsibilities as a DoD intelligence component were 

unclear and undocumented. DoDD 2000.19E was written prior to the COIC's establishment and 

therefore did not specify the COIC's authorities to co llect raw data under the auspices of research. 

Likewise, it did not specify the COIC's authority to produce original intelligence products. 

According to officials from OUSD (1), DoD Oftlce of General Counsel, and the Office of the Assistant 

to the Secretary of Defense for Intelligence Oversight ATSD(IO), no' DoD directives or guidance [OSD 

promulgation memorandum] existed that defined the COIC, its designated functions, or its 

authorized roles and responsibilities. Although DoDD 2000.19E tasked OUS D(J) to provide policy, 

guidance, and oversight for information management and intelligence to assist the )lED DO on 

matters pertaining to lED Defeat, inconsistencies existed between OUSD(I), ATSD(IO), and the 

)JEDDO concerning the COIC's authorities, roles, and responsibilities. 

(U 1 I~) The use of non-doctrinal terms such as hamcss, fuse, and research to describe COIC 

activities was ambiguous and not in accordance with joint Publication 2-0, "Doctrine for 

Intelligence Support to joint Operations." Intelligence analysts within the COIC held a variety of 

opinions on the meaning ofthe terms "harness" and "fuse" as they were stllted in JIEDDO's mission. 

Additionally, inconsistent statements existed on how "research," conducted by a COIC analyst, 

differed from intelligence collection. Intelligence activities are defined in DoDD 5240.01 as the 

collection, analysis, production, and dissemination of foreign intelligence [lil] and Cl 

[counterintelligence] pursuant to DoDD 5143.01, "Under Secretary of Defense for Intelligence 
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(USD(J))" and Executive Order 12333. The DoD Office of General Counsel also said that terms such 

as "defeat the network", etc [attack the network! were dangerously ambiguous and had advised 

that "intelligence collection" should be used in lieu of the word "research." Senior leaders within 

the COIC perpetuated the incorrect idea that the COIC did not conduct intelligence collection. 

(U/ /f6tf6') A February 21, 2007, Director, Defense Intelligence Agency (DIA), memorandum to the 

Under Secretary of Defense for Lntelligence (USD(J)). subject: "Joint Improvised Expl~sive Device 

Defeat Organization UIEDDO) and Intelligence Oversight Responsibilities," stated: 

while JIEDDO has not been formally identified as a DoD Intelligence Component, 

elements of JIEDDO are conducting Intelligence activities based on their 

organization and functions. It is my understanding that JIEDDO's Intelligence 

Directorate is functionally an intelligence organization, staff, or element that 

collects, produces, and disseminates foreign intelligence. The Director, DIA 

recommended to the USD(I) that JIUDDO be designated as a DoD Intelligence 

Component. 

(U 1 ~) In a june 1, 2007, Under Secretary of Defense for Intelligence memorandum to DIA, 

OUSD(J) confirmed DIA's assessment that JIEDOO was conducting intelligence activities as defined 

in law [EO 12333) and policy [DoD 5240.1-R]; however, OUSD(l)'s memorandum again did not 

address DIA's suggestion that JIEDDO be designated a DoD intelligence component. The Under 

Secretary of Defense fo r Intelligence drafted a memorandum attempting to designate the COIC as a 

DoD intelligence component, as defined by DoDD 5240.01-R, "Procedures governing the activities of 

DoD intelligence components that affect United States persons'', December 1982; however, the 

memorandum was never signed or dated. 

(U/ /~According to one OUSD(l) representative, any DoD component can perform intelligence

li/ceH activities, but intelligence activities, such as creating original intelligence products or analysis, 

can be done only by the members of the Intelligence Community15, and the representative said 

14 (U) Although we could f ind no written definition for "intelligence· like ~ctivitlcs," Joint Publication 1-02 defines incel/igence-reloted 
octivilies as: Those activities outside the consolidated defense intelligence program that: respond to operational commanders' 
tasking for time-sensitive Information on foreign entitles; respond to national intelligence community tasking of systems whose 
primary mission Is support to operating forces; train personnel for Intelligence duties; provide an Intelligence reserve; or are devoted 
to research and development of Intelligence or related capabllille5. (Spc~illc~lly excluded are programs that 11rc so tlosely integrated 
with a weapon system that their primary function Is to provide immediate-use targeting datn.) 
u (U) Title SO, Section 40la (4), United States Code dennes the Intelligence community as: 

The Office of the Director of National Intelligence 
The Central intelligence Agency 
The National Security Agency 
The Defense Intelligence Agency 
The National Geospatial-lntelllsence Agency 
The National Reconnaissance Office 
Other offices within the DoD for the collection of specialized national intelligence t hrough reconnaissance programs 
The intelligence elements ol t he /lrmy, the Navy, t he Air Force, the Marine. Corps, the Federal Bureilu of lnveslicatlon, and the 
Department ot Energy 
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flED DO was not ::tn intelligence community unit. The representative said if personnel :1t the COIC 

used raw intelligence data to create their products, they were outside of their authorizations and 
"may have a problem." He f11rther said that Jll DDO (IH!h) lhli/)IL) 

expressed concern that the COIC may be 

performing intelligence activities. The representative said that when expressed his 

concern to the Oft1ce of the Secretary of Defense, he received its assu ranee that the CO JC was 

conducting intelligence-like activities rather than intelligence activities. However, the OUSD(I) 

representative said intelligence-like activities still must be performed under the same rules as 

intelligence activities. 

(U/ /~)Another OUSD(J) official said the Secretary of Defense's memorandum on Intelligence 

Oversight Poli<.:y Guidance of March 26, 2008 (updated July 27, 2012), did not show the COIC as a 

DoD Intelligence Component; therefore, JIEDDO did not have wide-ranging intelligence authority. 

According to this official, the OUSD(l) drafted n memorandum (undated) to designate the COIC as a 

DoD intelligence component, as det1ned by DoD S240.1-R1 6; however, the USD(I) never signed the 

memorandum. This official said )JEDDO's intelligence authority should be held in DoDD 2000.19E, 

which established JIEDDO. But regarding intelligence, the representative pointed out that the 

directive stated that OUSD(I) and the office of the Director of National Intelligence were to provide 

intelligence support to Jll3DDO to meet the )JEDDO Director's Priority Intelligence Requ irements. 

He said he could find no law or directive that specifically gave JIEDDO the authority to conduct 

intelligence activities. The representative said OUSD(!) oversight ofJIEDDO did not conclude that 

)lED DO's intelligence activity was being conducted outside of 1ts authority. The representative said 

OIJSO(I) never resolved the JIEDDO intelligence designation/authority i ~sue and JIEDDO had no 

written authority to conduct iutelligence. The OUSD(l) representative said [JIEDDO's] response to a 

"Request-for Support" was an answer to a question (vice intelligence production) and the local 

commander assumed the risk for that data. However, he said flED DO was performing intelligence if 

it was obtaining disparate pieces of data and processing that data to explain its meaning. He said 

that if JIEDDO called its product an intelligence report (vice information report), then it may have 

"committed a foul." 

The Bureau of fntPIIIgpnr.e and Research of the Oepartm~>nt of~~~'" 
The Office of In telligence and Analysts ofthe Dcparlm'ln\ of Tre~~~ry 
The clements of the Department of ttornel~nd Security conternl'd with the analysis ollntelllr.ence lnfor ntotion, lnclvding the 
Office of Intelligence of the Coast Guard 
Such other elements ol.tny other Ut:1Nr1ment 01 ~eenty as ""•'( bt> dellgnated by lltt: Prcsldrttt, or de$ll(nutcd jointly by the 
Olre"or of N~tfon~ t tntcllll{c:nce ~nd t he he~d of tho dcp~rtmont or ~goncy concerned, ils an efnmenl of thr tntrllisencl' 

community. 
16 (U) DoD Regulation 51.40.1·R lists OoO's Intelligence components, along wtth the following stat~mrnt: 
DL1.1.8.16. Other oreanlzattons, starts, and offices, when used for foreign lnteltrgence or counterintelligence activities to which part 
2 of E.O. 12333 applies, provtdtd that the heads of such organlullons, sta rt~. aod offices shall not bo co mldered a~ heads of DoD 
intelligence components for purposes of this Regulation. 
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CUI~) A third, senior OUSD(l) representative said the COIC was a DoD intelligence component 

based on its intelligence or intelligence-like activities. He added that JIEDDO did not require formal 

designation in writing.to be allowed to do intelligence work He said OUSD(I) compared the core to 

COCOM J2s, Joint Intelligence Operations Centers, etc, which he said were considered intelligence 

components due to the nature of their activities. He added thatCOCOM J2s did not need such 

designation. However, according to a Deputy Secretary of Defense's memorandum of March 26, 

2008 (Incorporating Change 3, July 27, 2012), the offices and staff of the senior intelligence officers 

(SIO) of the combatant command headquarters are, in fact, designated, in writing, as Defense 

Intelligence Components. 

(U I~) This senior OUSD(I) representative also said OUSD(I) had concluded that the COIC was 

engaging in intelligence-like activities and that OUSD(I) was comfortable with those activities. He 

also said that where )JEDDO extended its· authority broader than what was in its original tasking, 

the highest levels of DoD and the White House [unspecified] were aware of its activities. The 

representative said that "if anyone thought JIEDDO was going beyond its authority, plenty of 

opportunity existed to 'shut them down."' He said describi~g the COIC as an intelligence 

component meant that it would be subject to intelligence oversight. However, in accordance with 

DoDD 5240.1-R, other organizations, staffs, and offices-- when used for foreign intelligence or 

counterintelligence activities in which part 2 ofE.0.12333 (reference (a)), applies --provided that 

the heads of such organizations, staffs, and offices shall not be considered as heads of DoD 

intelligence components for purposes of this Regulation. 

h 1\ rnnd c: · n 

CUI I~) We found thatjiEDDO's authority, roles, and responsibilities as a DoD intelligence 

component lacked documentati_on and the perceptions of it varied between OUSD(I); DoD OGC, 

ATSD(IO), and JlEDDO. JIEDDO's mission was ambiguous and current functions exceeded its 

original charter. This confusion allowed contract analysts and government supervisors to collect 

information about U.S. persons that fell outside the COIC's foreign intelligence function. 

(U) Recommendataons anagement Comments, and Our 
pro; nnc:P 

E.1. (UI ;FeW) We recommend that the Deputy Secretary of Defense determine whether the 

JIEDDO should be designated a DoD intelligence component, much like the intelligence 

elements of the Services and the senior intelligence offices of the combatant commands. If so 

designated, approve appropriate authorization for incorporation into DoD 5240.1-R and 

DoDD 2000.19£ within 120 days. If not designated, direct the JIEDDO to cease all 
intelligence collection activities. 
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(U I/~) The Acting Deputy Secretary of Defense non-concurred and provided the following 

four-part comment: 

a. "Under the authorities in 50 USC§ 3038 and E.O. 12333 § 1.10 (k), SECDEF may use such 
elements of the Department of Defense as may be appropriate for the execution of 
intelligence functions. In DoDD 2000.19E, SECDEF assigned intelligence functions to )JEDDO 
along with the authority to structure the organization to carry out those functions. Director, 
)J EDDO, in turn, assigned those authorities to COIC via internal JIEDDO policy documented 
in the )lED DO Organization and Functions Guide." 

b. "JIEDDO's COIC, a subordinate staff component, does carry out intelligence activities as 
part of its mission and, as such, already meets the definition of a Defense Intelligence 
Component (DIC) under paragraph DLI.I.8.16 of DoD 5240.1-R. It is, therefore, a lready 

· subject to the provisions governing intelligence oversight." 

c. "JIEDDO as an organizational entity should not be designated a DIC as recommended. 
JIEDDO in and of itself is not an intelligence organization and Director, JIEDDO, does not 
require the additional authority granted by DoD 5240.1-R to the Head of a named DIC.'' 

d. "In accordance with its responsibilities articulated in DoDD 2000.19E, paragraph 6.3.1., 
USD (1) will ensure that jiEDDO understands which specific collection authorities it has 
already and which will require additional approvals." 

:1 'lt··· tJ, •. . . 
' 

(UI ~)The Acting DEPSECDEF comments are partially responsive. The Acting DEPSECDEF 

determined that no requirement existed to designate JIEDDO a named DIC. The Acting DEPSECDEF 

also tasked the USD (J) to ensure that JIEDDO understood its specific authorities in accordance with 

DoDD 2000.19E. However, we remain concerned about JIEDDO's compliance with the provisions of 

paragraph C1.1.1., APPLICABILITY AND SCOPE. of DoD 5240.1-R--specifically, that a DoD 

intelligence component's "[a]uthority to employ such techniques [Procedures 1 through 10] shall 

be limited to that necessary to perform functions assigned to the DoD intelligence component 

concerned," pending the reissuance of DoDD 2000.19E. 

(U I~) We found widespread confusion among the ]JEDDO staff, including both junior and 

senior personnel, on its authority to intentionally collect on U.S. persons. Most troubling was the 

COTC's Chief of Staffs statements in his initial formal briefing to the DoD IG team and in subsequent 

communication with the DoD IG that the COIC lacked intelligence collection authority, did not 

collect intelligence, and was not authorized to collect intelligence on U.S. persons. 

(U I~) We maintain that the current DoDD 2000.19E does not clearly define the intelligence 

collection authorities and fu nctions that the Secretary of Defense assigned to JIEDDO and that the 
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functions that the Director, JIEDDO, delegated to the JIEDDO CO IC were predicated on implied 

authorities. We based our conclusion on the following: 

(U/ /~) In january 201 0, the IEOIJO (h)(h) (h)(7)((;) 

liRa, expressed his concerns to the Under Secretary of Defense fo r Intelligence 

about authorities related to JIEDDO COIC's intelligence functious. 

(U/ /~) On ju ly 16,2012, JI EDDO COIC, briefed the DoD IG 

team that "JI EDDO-COIC has no authorities to conduct intelligence collection 

missions and jlEDDO has no authorities to collect on U.S. Persons and must adhere 

to applicable USG and DOD Directives [EO 12333 and DoD 5240.1)." 

(U//~) On August09, 2012, the JIEDDO, responded to a DoD IG 

data call stating t hat neither "]JEDDO northe COIC collects information on U.S. 

persons. 

(U/ /~) In October 201 2, the JI EDDO's J f OllO (I>Xfil ChX7)(C) 

J!WDO (h)(f>) (h)(7)(( I questioned the scope of JIEDDO's mission and the JIEDDO 

COle's authority to collect open source intelligence, and the JIEDDO COIC's authority 

to collect information on U.S. persons. 

(U 1 j~ Representatives of the Office of the Assistant Secretary of Defense for 

Intelligence Oversight ATSD (10) maintain that DoDD 2000.19E granted j!EDDO the 

authority to conduct intelligence activities (although specific tasks and authorities 

could not be articulated) . According to a senior ATSP (10) representative, no 

charter doct t1ine existed for JIEODO COJC, and JIEDDO may be operating under the 

Implied author ity to collect Intelligence. This senior ATSD (10) representative 

suggested that we rooD I G) check with the )oint Staff and the Office of the Deputy 

Secretary of Defense for JIEDDO's [intelligence] authorities. 

A senior Under Secretary of Defense for Intelligence representative explained that 

the Under Secretary of Defense for Intelligence n~ver resolved JIEDDO's specific 

intelligence collection authorities, but acknowledged that JIEDDO was conducting 

mtelligence activities. 

Therefore, we underscore the Acting DEPSECDfWs direction to the Under Secretmy of Defense for 

Intelligence to provide clarifying guidance on the scope of JIEDDO's intelligence collection 

authorities pending its reorganization ;:md the republication of DoDO 2000.19E. We request a copy 

of the Under Secretary of Def'ense for Intelligence's guidance upon issuance. 
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(U/ ji"etH1) Although not required, the Director, JIEDDO, offered comments on the 

Recommendation A.1, addressed to the Deputy Secretary of Defense. The Director stated that 

JLEDDO COIC has sufficient intelligence-related legal authorities to carry out its current mission to 

"defeat the rED system," even though it is not formally designated as a Defense Intelligence 

Component (DIC) under DOD 5240.1-R. However, the Director further stated that JIEDDO will 

prepare a detailed mission statement for its intelligence operations as its future overall mission 

changes. 

U I U11r Respunsc.: 

(U j ~) The comments of the Director, JIEDDO, were not responsive. We did not find 

irrefutable evidence of JIEDDO's specific collection authority to conduct human, signal, or open 

source intelligence activities. At the time of the collection activities highlighted in this report, 

JIEDDO COIC concluded that it lacked the authority to collect on U.S. persons and did not conduct 

collection activities. We maintain that JIEDDO's use of non-doctrinal words such as "harnessing" 

and "fusing'' ofinformation, in lieu of intelligence collection, contributed to confusion about 

JrEDDO's intelligence authorities and made JIEDDDO COIC vulnerable to conducting activities that 

may have violated DoDD 5240.1-R. The forthcoming rewrite of JIEDDO's mission and the Under 

Secretary of Defense for Intelligence's (USD(J)) clarification of }lED DO'S intelligence collection 

authorities should provide the necessary clarity on }JEDDO's intelligence authorities, mission, and 

functions. 

E.2. (U j ~)We recommend that the Deputy Secretary of Defense approve DoDD 

2000.19E to reflect the Joint Improvised Explosive Device Defeat Organization Counter-lED 

Operations/Intelligence Integration Center's authorized intelligence functions, roles, and 

responsibilities, and assign an executive agent for }JEDDO's external intelligence oversight. 

(11) kt111a D 'JJUl\' Sc '1"''10' 11 u/ llC/i'fi\'C' (.1111/Hl('tll' 

(U J /~) The Acting Deputy Secretary of Defense partially concurred with this recommendation 

and provided comments that DoDD 2000.19 would be updated as JIEDDO is reorganized and 

transitioned per the Deputy Management Action Group's decision memo of September 6, 2013. The 

Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for 

the update DoDD 2000.19E vice the 120 days stated in Recommendation A.l. 

(U j fP6'tf6) The Acting Deputy Secretary of Defense's comments were partially responsive. The 

Acting Secretary of Defense concurred with updating DoDD 2000.19 E, but recommended suspense 

of 180 days from the approval of JIEDDO's reorganization concept. We concur with the 180-day 
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suspense. The Acting Deputy Secretary of Defense was not responsive to assigning an executive 

agent ofJIEDDO'S external intelligence oversight We believe that it is critical to assign an executive 

agentfor intelligence to an external DoD organization capable of integrating JIEDDO's intelligence 

activities into its intelligence oversight program. We respectfully request that the DEPSECDEF 

reconsider this part of the recommendation and provide comments to the final report. 

(U 1 ,fPetf&) Although not required, the Director, JIEDDO, offered comments on Recommendation 

A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished in the next update to DoDD 2000.19E. 

l J J1 i. · t ·s 1 h t 

The comments of the Director, jfEDDO, were responsive and require no further action. 
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(U) Observations 

(U I~) We became aware of other issues during our investigation. Because these issues were 

outside the investigation's scope, they were not pursued; however, they may be incJuded in future 

evaluations. 

(U/ /~)In 2011, JIEDDO was involved in a Headquarters, U.S. Army Reserve Command 15-6 

investigation of the Joint Operations Support Element UOSE); whereas, JIEDDO provided $4.24 

million in funding to JOSE (an unofficial military intelligence group whose organization was not in 

accordance with Army Regulation 140-1) to conduct intelligence-like activities. The investigation 

of JOSE found that the JOSE's activities and JIEDDO's funding were inappropriate and failed to 

address issues pertaining to intelligence oversight. The report stated: 

There is no evidence that anyone within JIEDDO performed an analysis of the 

activities to be performed by JOSE to determine if any requirements related to 

human intelligence training or counter intelligence training were implicated. The 

legal opinion provided by the JIEDDO General Counsel addressed the fiscal law and 

funding issues associated with the support to be provided, but did not address any 

possible issues regarding operations, intelligence training, and intelligence 

oversight. 

(U/ ~)Some legal opinions within the COIC are embellished with the organization's history 

and failed the due-diligence process in addressing the intelligence oversight activities to be 

conducted by the COIC analyst in responding to a request for support. Furthermore, prior to March 

2010 and after February 2013, the JIEDDO headquarters and the COIC lacked a dedicated 

"intelligence" lawyer or an internal Inspector General. Lacking a dedicated General Counsel fo r 

Intelligence and an internal Inspector General contributed to inadequate oversight of the COIC's 

intelligence oversight program. The U.S. Army remained the Executive Agent for administrative 

oversight for JIEDDO; therefore, in accordance with AR 20-1: 

Command IG positions are designated in approved MTOEs and TDAs. A command 

JG position is required on each MTOE or 'fDA in which a general officer serves as the 

commander; the general officer will in turn server as the command IG's authority. 

(U/ ~)The COIC accepted tasks outside the organization's mission for several reasons, 

including: the perceived importance of the particular task and because they had the time, 

personnel, and funding to do so. From the COIC's perspective, the sources of the non-lED tasks 
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depended on CO IC assistance due to the COIC's availability, willingness to help, and prompt 

responses. According to multiple sources within the COJC, its leadership was comfortable using a 

liberal interpretation of an lED connection for accepting outside tasks. The CO IC leadership 

purportedly discussed whether the COIC was authorized to assist in non-I EO-related projects or 

missions because a narrow interpretation of its authorities required support to be lED-related for 

Operation Iraqi Freedom and Operation Enduring Freedom. However, the COIC believed its core 

expertise was In network analysis. Although the COIC reportedly recciverl between one and five 

non-lED-related requests for support per month, acceptable tasks frequently appeared to include 

an JED connection that may have been inserted simply in order to huve the tasl< accepted. Under 

the COIC's intet·pretation, analysts could do work against almost any terrorist network because 

virtually any terrorist network previously had, or could, construct and use lEOs. A senior COIC 

analyst reported that J lED DO senior leadership hacl asked the COIC to use Its network approach on 

non-lED projects. A USD(I) representative. stated it was easy to tie things to lEOs. but the minimum 

strength of the connection to rEDs was dictated when someone in authority told J lED DO to stop a 

questionable action. Analysts at the COIC stated that other units sent non-lED-related tasks to the 

COIC because the COJC was able to respond in a timelier m:mner than DoD <1gencies. 

(U/ /~According to the CO JC's Office of General Counsel for Intelligence, the JIEDDO's mission 

to "defeat the network" was outdated and no longer in accordance with DoDD 2000.19E. 

According to COIC officials, the COIC expendetl resources and conducted activiti es that fell outside 

of its counter" I ED mission because it saw a need and had the resources. 

B 

(U/ /~) According to a senior JIEDDO oflicial, the COIC focus was shifting from tactical support 

to the warfighter to looking operationally or strategically at global networks. Another senior 

JIEDDO official said that the information the HME Task Force gathered on U.S. compauies was 

"wave" top at best," that included the company's name, leadership biographies, functions, 

information on its technical expertise, and the components it builds, for usc on vis its 

or meetings. According to this senior JIEDDO otlkial, personally contacted and met 

with U.S. company CEOs to c•xplain the FATIM A Group's connection to the lEOs being used to kill 

U.S. and coalillon soldiers ill Afghanistan. According to other COIC personnel, met 

with these U.S. companies to request or encourage them to apply pressure to the FATIMA Group to 

alter their production of fertilizer. 

lU) Regarding using DoD Intelligence capabilities for activities other than intelligence,JIEDDOl 

5240.01 provided tho following guidance: 
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4h. Should JIEDDO receive missions to support US Northern Command or other 

federal agencies, J JEDDO staff and operating arms may not use intelligence 

capabilities and personnel for activities other than foreign intelligence within the 

organization's mission unless that use is approved by the Secret~ry of Defense or his 

delegate. 

The DoD OGC did not know of any law, policy, or legal opi ni on regarding JlEDDo ·authorities to 

engage and influence U.S. persons' fore ign investments or trade for the purpose of coercing a 

foreign business to alter the production standard of its legitimate products ·sold outside the United 

States. 

IU\ T t:J (" 

(U/ /~)A senior COIC official said he was concerned that non-013217 job series personnel 

(030118 job series, for instance) were used to fill intelligence professional positions and perform 

intelligence functions within the CO l C. 

(U/ /~) A senior JIEDDO official said the COIC used an intelligence contractor to meet, solicit, 

and arrange meetings ;tnd conferences to collect information on associated U.S. companies in order 

to uevelop a tie to the FATIMA Group. Addi tionally, the CO le was required to provide intelligence 

personnel to the HM E Task Force for analytical support; llowever, these intelligence personnel are 

being used to wo rl< with their inter-agency worl<ing group to lea l< informfl tion on the FATIMA 

Group. 

(U I/~) A CO lC analyst Cl lleged that COIC all-source analysts improperly used a database that 

included information The COIC database JIEDllO (I>)( I}( A) 

17 
(U) lhc Office of Personnel M anagement defines the 0132 lnt clllccnce job 1eries as positions concf'rncd with advising on, 

;~dmlnlsterlng, supervising, or per forming work In the collecllon, analV$1S, evaluauon, lrHerpretallon, .:~ntl disseminat ion of 
Information on political, economic, ~ti~ l. cuitur.~l, pny;ical, geographic, S<:icntlflc, or n1rhtary conditions, t rend!, and forces in 
fo reign and dom estic are~s that dlrf>Ctly or indirectly affect the national ~ecurlty. These positions require a b<~~lc koowledge a11d 
underst anding or one or more of thP natural or social sclencPs, engineering, or milltary science, but do not demand, as a primary 
qualifica tion requirement, f ull knowledge of the current state of the art. 
"The Olflce of Personnel M anagemnnt detrnes the 0301 administrative job series as posi tions the dut iPs of which arc to perform, 
supervise, or man~ge nonprofelslonal, two-gtade Interval work for which no other s~rit's 13 nppropro111e. The \\ork requires 
an~lytic;~f Jbllity, JudemPnt, dlscrPIIon, ~nd knowlerlcr of a ~u b<tantl~l hOlly of ndmlnl~trntill" or prc>er;,m prlnrlpl r~. concnpt,, 

and ot>JectiV4!S. 
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Do() OIG (h)(h), (h)(/)(C) 
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(U) Referrals 

(U/t'F8ij8) We referred the fo llowing allegations for action: 

1. (U/~) DoD OIG (11)(6). (h~7)(C) 

2. (U/ ~)Misuse of National Security Agency's data referral to NSA. 

3. (U//~) DoD OIG (IJ)(Ii) (h)(l)(C) 

4. (U//~) DoD OIG (h)(fi) (h)(7)(C) 

5. (U/ /~)Timecard fraud referral to JIEDDO. Allegedly, a JIEDDO supervisor 

falsified timecards. 

6. (U/1'F8ij8) False information referral to JIEDDO. Allegedly, [Jo[) OIG (h)[li) 

provided false information to DoD IG intelligence evaluators during this QJA 

investigation. 

7. J EOOO (b)(1) I 4(c). (h)£7)[.\) 

8. (U/ /~)One report on a questionable intelligence activity was sent to the 
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Assistant to the Secretary of Defense for lnlelligence Oversight. Allegedly, a contract 

analyst at the OSAAC, collected information by telephone from Afghan 
farmers in Afghanistan, using an alias and unauthorized and uncoordinated cover 

while posing as an American university student. 
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(U) Appendix A: Acting Deputy Secretary of 
Defense Con1ments 
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(U) Acting DEPSECDEF Commen (cont'd) 
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c. \im:nthc t m:: Lnal v.-111 b.: rcqUJrtl.l h.l proo.tc" ncompn:hcn~tw den Itt 'li\1 1\~dr ... -ss~-s 
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st~)x:mcof 180 lh\;·s from the nppu~-al of A I'Oil t"lltti:uti:m ~c·nc~pt to pn1Ju:c l h~ nssocillu:<l 
dir<:~t iv~.: udur...,;sinl:( th.: DOD!Ci .:nnc..:rns r~ha:d in lb: RO I. TI1il Jo.:umcm will nhu pruvi&!e 
1h.: upprupriut.: m~·um tl.) uddn:-l.-:. L>c i:;.sl.l\!11 ullc3n:.l:l•·J in Rt'~'UOIIIh:t•Juliuull J •lllll 4. 

3. Hcmmmmd:nlcm J. "'Oir-:ct Uut the Joint hnprcvl~cu J.:x.plu~lvc .Qcrh:c Odi:ut Orl!llnl~.lliun 
p:anicipntc only iu tasks din:ctl) rciatcd w its cmrniiT·lEO mi5~inn" PAnTI.U.LY C'ONCUR. 
Tlli::~ na:umm~mlulivn is Vtrlid l't,tr ttclivitics cmTiii.J ~'1111111dcr llw curn:nl cluulur. The mi~sion 
scur.l! umy hc el1't!I..1CLI hy thc ill~u<Jucc ,,r 1l dturtcrlr·~· .nrccti~c. am dl!~cs lhcd itt :lh nhal\'c 
nJJtcssiu~ Uti) Jlt'w mission SillS tor the fotlow.o': o:Q:lnl7.:ttlo.l. 

4. Bs;cwm::culli.ajpu ~- .. Dc:ll:nniu~ wltclh-.:~ 1111.: Juinl lUIJ IIUVi M:d C.\plu~in: Dcvi.:c Ddi:ut 
Ot!(nnlulinn·s mlsslot) ~Vi>lution trom '"dctb:ll the uctw()ri.C iJ '"nllt1ck the n~worl;'"isln 
ncccrutmcc witb DoDD :?000.19£ ·• C'O~CUR. Tltis will be i'ffc;:tc~ in the l'.:i!JSUIU1C~ ('lr a 
chartclin!,!. oin;cll"\.' Ui dL-:;cribcd ir.1b :lbti\'C llddr~"Sinl\ the U•:\\ tnisslon ~.:IS lor the loJioW·l'n 
ml'nninuin1. 

5. Rccomnft:udlltjM 5. -Cn:ato: 311 intcnu, lmp.:ctorUcm:r.stl~r Jll!UDO 1u uv.:rs~~ tho.: 
OJi:onllnU<In·s imclliJ;cncc OYcMght prot.:r:-tm.- t:Of\'C:VH. ·nu: rcb:nruncc of tit..: JU:~Ul>O 
.:lwh:rin~ lhr(Ct \'C v.ill he \6..--d !u cwrir~ h\llt' .~ ..... rot:: (II 11 J ll.f>rJI) 1(1 .nul l hut Ki'lo 
1\!lotil)nship to a mot~ senior JG h: Qll UIIJ.'!Ofll ilh: deltlt,._ O:.:liHJ>OIOCrll \\ itt·, ·~~·ro.J 10 lntellit,'CI!ce 
Ovc:rsi~:h• rcspon.'ii'lilitics. 

a. Pru:cdur>: 1-l u f DOD 52.:10. !-R r;wuirc~ Lhlt ·.:r.ch ln!o.JlL~Im Gcn.:rtll l'\.">f111n~iblc .:1r 
.:~DoLJ illtclligclll:c .:cm:>...,:lc-lll s!W.l o:U3Ut\: thut J~t'l>;;l·dur~s M: iu.-trcl!l tltm willuchlc".: tltt' 
objo.:cti~·\::j'" ofp;. nvnncl Um11Harlty with intcll.ucn~ ovo.:r:r.ght '"'luircmcnts tor the condl!l:t ot' 
irh•llit:eru.:c <t~th·itit.:s. Historic:lll>. ,o\ T~() (Ill I hms fuund thth this Ut'IJI-tllvc ll> t~sl 
OI:O.:HIIli>li:ilt.:d thrl'l\t!'h Jlcrim.licuMc,J>ntcuh h) il'dcpcudcull! •~ •hutt.or.i IIH~w.:rint• Itt 
orllt'lliU~ionollC'ndcrshll). n trAditional nnd 1\PPr<lt>ri::u..: mlc for ll'b. 

1>. The Dir-. ~rnr, .m;nno. 11.< th: hc:trl of ... One lcvd <lrcnni7Mi<ln mrrh!'- ti'l" OIIPIJCIIT 
prtl\'iucu hy an i:nllrnuiiO ullkc and i~ pre~cntly empowered hy pnrilt,:lnph ~ .• DODD :W()O.I!>E. 
to oruonJzc Slll'h t(wcc .:;:ru.:turc intemnlly. Estahll~hth..:lll ,,f th<: lmet~~nl 10 i!l cxp~"':hd h> h~ 
uccvmplislv.:d by the JJir~ctor. JlWDU ~~~ soo:1 u.q lca41l>lc. Th:s wrll b~ otr.n ho c lt\!~U:'I in the 
n:i ~,uLno:~o~uf a o.:}un1trint: diroc:iw ftS dc~crilx:tl in 2b ulxtvc. tlddrt·asln!l lhc 11~w mis.~ion sct11 1'1.1~ 
du~ , JllllW·•IIl oranui:r.ltinu. 

c . 0\'crr.isllt ofnu ori;unlzotlon':l int~lllucn~~ avu::.iHht pruwum ubv il;vol\'c:; th.: 
p:m·i~iun nf day tn d.ly :o:nntPrwinnd control ol'inrclllt~cn~c .oo.: tlvitic~. •'!- w..-ll.·<> lc; ..U ;~:vic\' uf 
tlte pluns tor anJ conduct of1hose Oleli\'ltle!o. Provi~in:t fMd•t•~ Cu.uc1iuus \\'~111"1 b~1>l bt~ 
tl?c.:umcmcd in mtmul JlliUUO pohcy and pmc~d•lt'b t.\ ado..lu.-.,.~ iu the t{<l l 
l"l.'~l 'l'l:JIC:IHI.·Iinns ro_ Din;~:lcr, JlEDDO. 

ntn 8t':li:Wt"b le''il!! utll!i 
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(U) Appendix 8: Director, lED DO Con1n1e tts 

J O IIt T fO ~ ~I'EA T 0 11 1:. "', 1 1/. ~ l •v " 
t )Q( A I\U'r I rfll A~ tit 

\ \ '·-' d tltT O• UO ttf1 fold ' l 

12 l>c:comhcr :wn 
MI'.MOMN1>UW. 1:01t lJI!I'U I'Y I N~l'ECl'OR (iENI'RI\I.I'OR INTELUGE~CE /\N[) 

SPIJCIA- PROCittr\MS 

St:DJECT: Ro•pvn••na Hotlinu Allc81ltlc>n>of 11 ()tn,tlntlllhlc !ntr.lllnc~cc Mtlvl~· ('~ntcmln~ The 
.l~ln: mn Ocf~At Or~t~~ni?J~ti~·r (IIC[)OO) <.:ounln'·II: IJ OpcrttloM/Intc!'tt~euc<: 
IIIICf:r.IIIOD ~nlcr (COICl 

I. I;}/JF6t:tenmn). ~u tur:itc U?Portwity w r.vicw Mdtomcrum r.M ch: 110 >ttl :>r&t~ RC!Ifl" 
chlcc1!2 ~ur11111b~r 20 ll oon~min; the ahiwe-captlonrd 3\lbjcc.l. 

?, (l.l~ T1w RepVC1.:ust:~in~ fiw fn~. nc atlGI:hcllmcmur.:andum fmm the Jlt>DI>fl 
Oemml (uunllll deloil1our :ro1lysu CL1d<·cm1<1Jri:ms n:~nllnuth11111 ~trnccnu.ortl!: rtJ1N1. "'h· 
Jf\."1:111~ cornma1h folluw. 

:~.I OIUrtiAIIr ~ll'ur\k:at 7ira.li~l: I (t!-t~~t thc JIEIIDO L1)tC lrrf'(Clfltfl) cc•'lo::tcd. rcul11.--d 
lind dk~cmicltl~ iofonJUiion on US prrMl>) i) Hlm&nli.alell llo\\~lcr.chn h bnrd ron the 
s"''lsuntiatioo ur llnlrolll' .it\~ r""' S!JbmlinDt~ (~ctual fmdi"\!lllll~ 11!1: putul 
AllbJI.ItJI!IIl<'n Of ano~t. 1l1e O\htt;llbc.'nliTol!c f.,.,1uJ; lirollintl\ Urt ::>tirv.ki• or fKIUI:ll.•• 
n.ll•um'a,tr:c!.. 

h I111J1!1Uy C\l"tur cllatl'iro"oi!S i: U.l13 O)Dttt'l\''lll iCICJtlo~ UIJ ~i)•tmi11111i:Jn urL'S 
l)tf\M~ ln(llfmOlll:'ll a'll ~h>l!Jnli..ll~ Til:t ~rt ~~hnantilltt:d ~~rJ1 :u to 0\l:~ tw~ 'ul:onlt,:tc 
fa:tUJI flndltlf!S •u~.uantlou:d hl l'indln~ 1. 

c. 1 do r.ot wrrcvr i1 T'mllin!: 4. al!e:lin.u o luck rofefi'ct:tl¥11 ntlcllfi{Cncc mmiWII u r<>IC:. i~ 
aubslllnliolcd. 'This Cindicg Is co!JCiusory :a11d roils to 1dcqvwl)· rcco;,nbc: I IC mtljnr ••tllict 
COIC hu m.xlc wilh rn;xtlt.o imc:Ui!Y"'.CC Gl'tnl,2!u. 

d.l(lartiAll!r t~uco · t~QI Firdill£!, 5 (l(t;~r COIC ~111ho>r.c~ Mil DOD lntdllJ;er.cu Compotocml 
(Jltt:) !• tlll~lm> Is ~ula!JA;iht~d. JlEODO COl("~ lcKol acAh••r.l)' w i.llllcc·t lntulllu.:rM is 
vccy c:ICIIr. liiiii'CI'tl,lh~ nahli'C and ~~pt. Ofill ir.tcllitf~rt~u tttini(•n urnla ~hil:h it 
ICCM'(llldte• lc~ c<ll~tth~l "'-'liYitia; )h•~cl ho• ~la:-ifwtl . 

l (l illffttffl) Contcxtl.svcry hllpl11'1Altl ~¥OIIling Utoallc~ccJ d\•livl~ncic~in flillllbll\ 1·3. 11·~ 
Rcp>rr .,hould uc:~•srtl'.cr tMt the ti~d ~!ohniu:u n:VJcRnlllli(\) frJttlun tJfth~ trn~ nfth<lwvn•k ,,r 
c~llectlnc~ond Qttnly315 cctl~ltl~s Qn~:~•in¥ntth ... COJC. th11 rumatnd.:r ur '"hidt t~mpllcl.! with f>OU 
!l~O. I·R end o:i1er Jntclll&en~a di~~:,tiv". FcmJttr. :hu~ ~clill:r~tic, r~~>ulccc. (rom lturrwt om1r '"~ 
d:vl&d~M fm:n e)()~ I~ Jlt:DOO Prfl'ctl,ti\!J. Tlt R~~'Qn ~lli>ttkl fmtltcr allo;~"k~ll• t.llll <.OIC 
hu modo {(TOll Mt:dc~ m refl"lnr. and imprQvln~ 113 r.unljlliM~c with 811 ~)lpli~w\"1~ l:c\1) t111J 
I'CJ,'Uiatlort'l. W0:'\.:1:1); cine!)• WIU lhl: A. ... ~WIC~ TJ~<: ~CC!Citt> l'f!hf•A~~ r,,, Jntd(lpeMC 
Optr::~t:ons (i\ ~ll·tO) COtC J:ubllsbtdJH:.OUO ln~ruo:clni.U11). Jtn JUU") 'lOiland i1 in tit} 
nn~l St.l2flllfl.ppro~Jns A Sultldud Up:rJtlr.!l Prnccdun: 011 h"ndlill£ I JS j\:IK\/C\0 itlfOI'al31ion. 
llnllil>· ll-c tOIIII!KoltB.ct Jl£000 lcmknhlr iall::d tn p.l\•c i ct.oiHecncc OHn' &ill th• er;rc•rri~·c 
t.;, ~ll•i •Mcr~iom i~ n,tt.IJl'l)tr.tui b)· illt' :i:cls. 

DODIG-2014·055 I 55 

SE€RET//N9f9RN 



SF!CRF!'f//N8F8RN 

E DO Comme d 

n. CC(fll'itollJ/Iij(~IWc! C(I/I(!C//011 (lt•tili/lc,v. l·<:o t;tltCOncur. Suchu:lon \\'llllkllCCdlt~~ly 
ctcpJI\·e 1!w "'"rlillhlcr of trlrtc:al 6UPf>l'r1 r~f£i.rtf1 n~&lhc lt:D threAt In AtP.llanl.nen ~nc 
lllscwhurc While JIEDDO COIC i~ O(ll fum ally dCSIRO~ICd ''-' ocrcn'u lnt;:olli.ecoec 
Compunctll (DIC), il is U!Cd liir Cor{;i)ut imt:llil'tll~tl)Cii~lli~~ hlWhich ~rt 2 (It' F.() 1?.)31 
awllc~ nn4 luui\]CCI',O tlu:.PIIl'IISionR :>f:/01) 5:!40.1-H. One Cli'J I(;I)J)() 'a l:oy mlnhlns 
uudet OOCI Dlt~cti\'0201)().19e. Jolltl ll:.'ll lltJ!cnl nrR•tllitllllull t:ffi•:OLJCIJ Is lo detent 11\r 
11!0 s.)'lll~ln. COIC's infonnnlion ~t:d lnlellir.:cii(C co:IMiou ~ctlvltlcr. nr~· h· ~l.llf'CI1 oftltit 
missiun llnd (ml~Ju~tcd itlncwrdun.:.: w'Ut E\CCull\11 (IAA;r 123:l3 nnd DOD S~40 I·R. 

b. Awlwtl:4 th11 COJC 10 jifl ftJJ rJCISflt~ 0 6/11111' Vctl/tml (..'riLIIJII'/ f(u· (Jpm;r/(J(IHlJitl 
lm.:l/ls,'tni.T blllt1. I ~.~n~uc. 7hi' a~tiun is ~"'''Pf(iC. T:tls posil:on w~s ti'CAIC,Iand llllc<l '" 
Mtut:h :<0 10. Jnd iu pmn~cnl pusltlon on uur Johlt M~nnh~J. l)o~o,:~m~:nt. H '~··u vactl\ll'nt 
:~opr;~~tim,stolv 0: 1~ W¢¢!<5 ... 1'0111 D~cc.nllllr 70 111n t':b1U1t}' 20 13, hc:wcen the time the 
incumben:wa.~ deuilaf lll th\: Ci~'ICI~I CCYJn~l',; Uffic: ~~:he Oli1c~ »rthc Oir.:etnr of 
Nit!onol lntl:lli9J!O(C "'¢the Gnlvo! of 11 scnil'r Ar.ny Rcsc:rvc juliJ;r 1.1\ Ye.lle \\'ith 
C(lnJidcrehlc ~'lC(Itricn® n iruclli~cr.oo rnow:n. .,..Ito wos u;iglld t\1 till:('(.).(.' :~n a full-tirt.u 
basis. 'I he JXnn.mcnliJtpUiy Gencrt. ::ounsvl fur 0f1C!mtilm~ ;uallultll i ~cllt.: '~ill rQturn to 
h!!r pvsition in J~tnllllr,l2•) 14. 

~:. Rc..ov/C\1 tiU•lkw; un(l ~l).f:~J)}' ho/diltg.\jtr C!.'i. JllliJ tlllt' iJI/fiiiiMirlll. :mtf dtftt<. tJr N taln 
In uettJrtiCNic~ wlrll lJoD 5141) 1-i< I cor.~111 I hi: review Is fl•t cf o.:r on11oi:t~ ln!rlllncn~ 
O~cNit:hl ;"IC~IO 

II. Rl.'llitlt' lntrmul pn-c:r:r/un:y tmd c..w n:ITI IC')Iul upln:ont 10 "'''"~'.: 1hn1 cnlltclilll: 
ilt!nrmnllofl t1bou1 U.S. ptm.um-1.1 llumiluu 111 t« t 11rtlmwu wilh 'l'illtJ 10 l! .V.<, f.() J ~3.J1, 
l)pJ) Jl41J 1)/rtr/cs. I 1:\lD,Ur. mmoo putli>flt~ JIEOOO lll~ltU~Iinn ~11\0. l ln J IJlUII')' 
:Z(•\2 which n:vic'h\:d ou~ p!OC..:tlurcS IUI\1 11pl11iu n~ r,, • .:ompli~ncc. JIF.Oilfl COIC Is t ime 
tu liro~litinllll Sl~n.b.rd OperAiil~j l'roa:Ouu: Oil ln:clhgcnc: (',VC:J~ Iplll and hamillny ori.S 
pc:rs~~n>' infomuliou.lc;~d by thQ 10 omc:cr and c: la~l) ~oordinatc~ Y. lth the G~nera.l 
CcunN•!1 '~ ,)me.:. 

c. 'J'urlm·,ll/!f)lJ0'4 itltt:llfRIIncl! U\'iirl'lghl llllfm'•~<~· I C~>mur. JlEI>OO ~nil ~toer1 il11ttlill illr. 
as fllllt of Jll.!IJUO lnllroUaun 5240.1111 J~nlldf}' ao 12 UIIU cuulilll·~ '" r~ li lll: h ho O:II~Ur .. 
ccmpllunc.:. 

4, (tJ!,~ 'I he rulluwir.ll :OmiT.cnl' vrc u(l\:n:ll un tho li\'c: tc<'•Mlilll~td.I\ICII\) f\11 liCCion by 
ll~oJ:UIY S,-cn:l!lj' or l>el'i:n~v • 

.L Dfrcrmlt~ whetl1o:r JIEDDO llrt>llltl be da.~i811trft!,fo IJOI) ifllclliJ:iii•'J l .'mlfl-'ilfli:/1!. 
JICOJ)O C'OIC" hlr suffi~;ic:tl inldli~..:lre.:·rll1:alctl al aut~o;illc' ,., rUT) Nil iu current 
sniU.O:llO "dc(..-u "be If]) ~'$tC!ll" cv:n r)u-.u )1 It Is nOl forrMIIy dc!.!!Jloolt:.d u.) o~ti:Oac 
ln!CfiPl:IJC: C'.w~~t tOle.:) und<!r OOIJ 52(·J 1-R I hi~ ~'Sll 411on:~pphr. 10 JJCDDO 
COtr·~ ICU\'iti~ KO\\r.·:r, :he DOL> tG Rcror, h!a;hll~!*(j f1f (~tl :hallll!DOO' J ;,~:u-ti 
lntclli~encc miWO:I nqw~ runhcc tlmlh:~ticn. JI[O:>O "illp:cpor~ l t.kliiii~J IO.S!it'l 
~~IC'"mnl "<If ItS tn!CII:ga~«o~lllllllns.u ltso·.~rJil mitsitn: Jn~ in •It~ fi.Mn: 
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h. ,4N II'Vl l"r /)()/)/) 1(1'1D. IO-d IC ff}lct!1.1/lf)(}() ('(}((' ·' mliM'o •lmttll tl r (o .. tr:~ 1> 

fl)/~\ rmJ 1\._ 1/)(IP,ftbi/t;l~\ Dm/D\'\IJ:• (JIJ d"IIIUT' IIJ("I'rl 11~.1/Ef>f>Q > t:l1rn>.; lff('fl/):~fl.·c 
0 \'dfjlpht. 11'.15 wi!l b: :.:comj)li•ll . J ID Ill~ IJ.:')o\ updJcc tn noon ;ooo.IOc 
f:.. IJ/fY!C( .111:'1)1)() ro {'tJrlir:rpd~ 011~1-lrr / c.v/t.t ditY!cll), rcfnttd tn l tnfltc{/l••tl Nlllnt~,...(Ji/) 
m1u ltm. J ll-:1>1)() JdJ~rc:o; tn ECti\'lll!!~ wilhln the .•on ;lot! nl' its CUII'oat .nu lhw itlc~. r.uhjc.::tlt\ 
conllnuaus nvcrsl.!lhl by senior l~odcr.1hl rumd the JIEflll() Office r.t'<~n=l'ill C:ilUil~L ·nilll 
will thnn.l!t a~ JIEODO'J~ ml~Mnn c ~nlvc~ 

d. D•t•rm•·,,., whrtl:rr JJ£1;/)0 ',, ml ••ln11 n•olutfnn.fiom "d1/m1 1/ru n thiWk"' In 'illlttl'lc sl:• 
netwDrlr" l~ ir. fiC'CMtitm«t 'i llt /):t/11) Z(}(Jn. I P!:. fhl~ ml . ion 1:'\'rl \ 'cd iullv within the 
•c,, j1c ofJI I-:n OO'< authorities urdc:l f)OI)I) 2000.1Qc 117111 ~p(llica~ lc l~w. r:u(rrrc char'Ciinl! 
doctt11cnts w:n Pfl)lii ~e ll~tct dctaD on spcclfK' lol~.ll~nc~ nl'stl~ns. 

c . ( ""'n" nn lllffrlllll lm~i!f()l' Ci<f•liflll ("'Hf/M fo•r J/£D/If) to (J\~f'l!'r 1 rv-eM• "' ~" • 
fll;ll/Ji,~lli:L fl\'efflt/11 ~ Thi\ ~\ill K~MII!l i\~ccf 

jijji~:~~~;.ir~ Ul) 

~l.lf UJ~ >lllJIIiQR. th= 
Muh M ,..licha~c Jlill pcudi~ 1Wt'C4hC1 \' ••llliw~ ret~ II tgll' l, ll!' l..ll.ltl ll) \ol'n: 
~ubv 4tlll.~w 11 •uurh 1hc.: OOP imc•l'l:ft'" " ' •• o ll\\~lh~r •eona!'lu•ctl '""",( II a '"' f .-1uat 
c~nch•)'""' tuf'llt'ni!IJ tl..- ~nttat'oo (\ f fir- linJ 1 

6 (U//~ Tlrlll\).. )~\U l,•r the (\1)1)01'\lllil)' 11'1 plWifltl~t~t ~~~r:r.cl\.: 'Ay roc frr thj~ rrv fl u i:, 
Mr Andrew T111 r:y. JIWPO <k 1CQI C:<rr11..-1. lfc rna)' tiC Hlldlct. :11 7r.H02·7611 1'1 h~ ~t·l'll a\ 

llii!\Chmym: 

r; e # ____ ./ ~ () n1r-
1 I r... I> C)I~N~O:O. 
1 ~.iruh'll nt OJn,.:. I.<: 'A mty 
1 l >b:~to 
' I v 

JllWUO OC A'l tl~»i~. 12 Dec 2•)1 J 
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(U Dare o E D omm nts con 1 d 

I 

I 

P/0/1 Nl'tATI •N 

•J • .. _. • • ., r'" iu : r,.c .. 4•n r. r. 

12 Dtccmbei201J 
1\ffiM'ORA~OlJM FO~ l)IREC'I'OR 

SUiiJEC7: A r11lyslt nt' HotEuc Allegallon.;; of ll Qu~tllull.lbl~ lntc:llit.otu:c Actl~oil!l Concee11lCIS 
The Joint lED Defe11t 0Jsmi1.utior. {JIEDOOi Cou:w.r-H!O Ope;ut:ons/ Jn~olligfncc 
lrlt~s,ratlon Ctllller(COit:) 

I. (I: I~) DOU lG JubstmuJIUCd tl:c allcGttlon th11t tJu: JJF.DOO COlC hllll•'npcdy 
colkctiXl, muint<l m1d di:Rmin.atcd inbmmtioa on liS pcr.wru. l)t)O IG fwthcr f.::>und COl~ 
ltcl;cd oticcliV.:: ihtC:ili~ncc ovc.sigl:t, illld thO% it~ 1\ttCh(o rit)l I)~~ non llll~lli&t.:tll:l.' ClllliJII)II&:Itl 

\\'Wf wr.:h:ur. TI1i:~ w~aorcUnlutu \:VlllUIAes lltu~~ ~1.'\llc llru.llnss o~.mJ 1111: f.tclwil bi11u~ 
u.'ldcrl!'int; c:a.c:h or I."I."S: lincinp. 

2. {l.IJ.'rfM-i&) V.'hll; Flr.ding ll'l ~uh3llln:\111C\i, lhhl ~ bncll on ~a:bstunlletloo ot' one of the sir. 
51lbon1in-.Jle fU\'tiUl ficding~t md jXJ.tt!lltmhtiUitialron of lUtUI!kr. I'll.: \JUitr flllllm~;s t.rc. in nl!' 
\ 'ICW, li:t(lll)' and bctuallr tr_;utlim~nt. Futdfnl!s 2 olld j conct:m::l)! rctcntror. and dmc11rnaliun 
or us pcr..o!U lnloa:lltlou l!JC tcaso.ulll>Jy ~ubstanll41<d b)' th' lll1il:n,.,tlon ln 1hl: n:po;t. Hndillg 
4. ollcsing al~ek or :A'cctivc inr;,»ir-nc:.c fJVcniRht o1 C.OIC., i,; conclu~nry un~ do~ r.ot 
r~<:OilniJ.C ch~ major 5tJ.dt3 t'OiC h~$1D~ with r~ct to intcUlgcucc (1\'Cnluh:. t-'lndlni! 5. 
that ''COJC 1\ulhnril/1) I non lrltllilli-!IH~ CQmpnn.:n: (DIC) l~ un~:lc:tr", i~ lfU~ ~fur :L"i il 
l.t>OS. Cum:nt auiiiD:ilin tOltaiu suffidcnlltj;lll autl-JJr l~ fur Wll' 1u perform 1t:. vrcscrlt 
ml:IMon. However, J(l\!lltcr clarhy I~ nc;dcd to dcnr.c COl\', imcltip~r.~..: mh~lun. 

J. (U/1~) r:ir..Jin~: I: Tl'.< (.'0/C /mpi'IJJ1frlu CCJ!irC'II!d lnfiJTmuti<:ll Ull us Pmmr~·. 

J lfllOO lh lill 1 ·l ie) ' ....... .. . _. 
lll ll!Hl ill){ I ) 1 ·1(< I 

(UI~ Co.lle~tion ol'US pmo11 inronaotlon b)' oven ,.,en,~~ from pvllllc:~ o:~\allo'hl.:~ 
3owcc~ i' en "intd liss:n" ocU\'ity" c<m:r~ by t::.(). 1::!333, o.., 01ncnded, The outhu.ril)' tu do ~u 
i~ :subj~ct to lhc pruccxlur .s r:su:bJi:lhed by w s~:n:tay or O~:f~':l,r und appru~ by th\: 
Attml¢)' Ocnc:al tn DOl> 5240.1-R, .rlai••itltHj'DOD llllc:lftll,t'IL'.: C:ompollt.'IJI.\ l1ttJt .-({ttlct 
l.'nll~r&J .'iiUJr!.• J>t!r:.rrtu (Orl;cmheo I 932). Puhlidy il\Ailahle :;nun:c~ would Include 11\t iult~>oct, 

Sl!b,o.:ription.~ lu m w1 ur burnc;s, 1"..rvic<~. wuJ Wullu wu"'~· 

(UI~) \Vldlc .ilEDDO COIC is 1101 fomwlydc:sll!n~u:d o~ l)cfcnge 1t1wl1iccn~c 
C<u•Jxmc:nt (Oit:) a.uJOkr DOU ~240.1-R. fUHllriXtl\c pruvillclj tlut - ... u~r u~ti~m. 
1111~ and office~ • ..-.'l!:n WiC<! frr f~lpn llltc:lligcr..:c or CliiU',:crinl«'illtcncc xtlvi&les TC'I whi.c:h 
p:!rl :l uf 1!0 lL•J .s ;a,pphc:s ... ·• illt coru.illc:tllliiCs flr ~m: pwp:1s.:~ t•l LflJI ·lCiobrhc;· ol the 
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rc11ulatJon 1 Til ls aetlvit}' Is within tJ:c sccpt l)fthe .rffiOOO'• uniyncd mis.iinn w "cldc;~t the 
lED !}:.l t.ln." 

1 CO!C an.ilys:S mzy a\·ml) rul!ocL n:uin and Jj, m nwr: · nt;-.m.nttnn nl>out L <;; 
p:TJI)n'l.. ~ut nnl)· ifJif.DI)() (:OJC cmploycts (civilians, rnllliJ!t)', .Uld c.:ottlr•cto·s) comply wi1h 
Pru~tducn 2. J. 4 us "~ll llli 10. II aml l.Z ~num.:u in DOD ~~40. 1 ·R.J Hov.cvcr. ~c~ter 
c'nrltr I~ nct<kd tn define the ~f!ccil'l: Jmt'llp,c l'l.l' ml~~lnn:.ut1~nccl t.> J 1~: 1>1>0 1 

b. IL'I~) Collcc;ci(l" op u;; l'c:lSOrul H(!t.las tl2>11!!19. fb: ~-ull:won ~r L ' l'crJOns 
d.n.a re;.nn:llns hnJta~e< wa~ incidenul In accurinn <'f iu rrim;a" ' nthFk>n tour~ I'll rt>n:c s n 
dt(c.lllllll inlltiV\'i!.cd explul,l\'e d~,,~ ' Vibik JII:.DOO dub nut M\'~ a hcstatoc 1\'scoc 
rnllrllon. 1\ dncs havt a miWDn tlut ~ m chc tcnnn.q nM\\\"'f~!lt!ull u~« 111)1. ckl'nt'd ~; 
" •• oct!o•u r.HQ fiCii~lflt,, dtS(gRC4 IQ ffllwct> .'he oj}tds tJfh( ll'tcrrttnJ !lru irollr)Jrnl rhllrrr uf lED 
a:ri?i/lu tlzraf18h illl~llignu:r, SUT\~il/unq, rr:romw(• UITJa• :nj.uL'ft.JJirm n:1tra 'tJit<, mw11.tr· 
lnm/Nr ltV~Ii"W. Jn·lt'r! ltc#m.'r:d trr.d[~,_k"·'flol/01/cn. di!f'CA•n u/tmap{rHitrl and 
CO(IIurtd rmhwll~o!. anj ft!l"ji.IJmt Sl.n.~illorr,. . . ~· I~ tht~ c~ lo,('L--c:tal ~Ill!"' farce1 
rcqwtcd we c.f COIC "tool1" :o help c-o.~-IOC41.: fun:i t:JJ n.:.tiun1h \\bu hc!u" LS pcrwn 
Caflll\'c. 'J'lK o:x:r~tior~ l rncus V.l.'i mt nn the hn~tl:jl.: but n~ the tmn"l•! MW<Wk ne th.c 
ti.•H~I~. llCJ;(Ons 11:111 held the iooi\idval.s. !n!Jnnatiua 11:1 IIOSlc(tl)s nmy bl' ~:oU ted by a o:c if 
it is nb::~Sllly lu the ccnduc:l ofu ~unctinn u <i"nc:d It> it.' ~1m:. the infl'lfll'Wtl:on.-.n fCKi;:n 
))n'-,o(H wosnoccs!.1n'to :he ccnduc;of Jll::IJOO t'OK':. at i))IOII :o suppott L'S lun.cs It die 
nnl violn!e noo 5240.1-R. Fwthcr. such llctiunl~ Cll:l'iiMICnl \\ llh r:xccuii\'C Order 133l!ll. which 
tffll.lt• " In ·t·" rn:-t'C;, Hllrl c.'h'fl rc.'nl!liurnc ,,; ,,, pp'u •it I• 111 ' ,,., tM"II·~ ... II i11 rh llr iiJ1 

1 11tlll !:'~f- 1.1\,rnno 1'1(.1.1,,.., 1( 

:~me:! uro,rcmw r:linetivr (OCOO) lu' O 19~. hlllrllr'f"•ll'ltttl u;/.otll•>! l'l;,•t•« ;J(/<r1U•t•••l':lll1r~~ 
,•J/I:J)I)U),!IttUArV 1~,10~. rtn3.l.l. 
1 Jllli)D<J {oOIIIC•IIIl' lluurl (l~lz,loll. Nt1JIIrll ;\lr trs••l Opt•:r•• • AllfittJr)> r:J('.,IIo\'1 11/'1"1 ,\\lhfr~ I••I<'Wi:tllCY fO::t'l·\'1). 

\IIJOd 4 UCC:tll'lc11ill Z 
•Thh j,CIII,.IIitllt ... l•h "r r:cMI.-tlll""' i~ <lAil llrJIM l't1·1'Jlf JV\:F~ ThQ l~tlmlf-H titf tf ther~r. u 
I)((~"'# M••~'.l:l'"''" I7W ,trl!lJIX' r•ol'rltf l <;fllft/lr lnH/((I,'f,, f ·1'1'fl"' ' '"' iCritiiU 1/f( o'o' llfo./fto C'l..wl/)' 11•-l~l ~r. I 
lt.y l•-tlt< C.7iJ.I/'JitNI•·,,. •• U;\ (J UillC-.th:: 1ht -4:~flf..: ~..,A- 41 ""•.!\.....k d c fl t'v.u-tlc'• ,,,j,, ·~ • 1. t..Ju~UI) 

d.Ord loy 6 1 OSll, ancii~Al dc!Jt.r 1D ...Wd hr~' .t\o tlc CO Jill o! ~~· JI"DDO('(IIC"I ml•l'tl~ 
~ Sn-J>.T•r«•.'lr. I)Oi!IJ :oliO l'JE. J-r.· (t:opr,..,·,HII.'rP.••• • O.•it.'<' IJr/tl lf o.,,.,.,..,,.,,. (1/Uiltrlo. llt•rroll} 14, 2(06, 
.Bcninnlng In PY ~0&1. CoBJ:'tS! cpetllicillly n!llorlrcdJ itOUu 111d :r<<1( u~~.l•hpp op~latiM •L.d Q~ J,., 1 rr u 
l)lr.:JI A.lnl ()'I';ITJF) Pc IIII":D'"'ol'•lll;Jt li tHII•~'- t~tllwerltl nf I •t )0 to' .. ft't«ht .. 11Mrl olft•l« 
elf•--. ... ,..,....._ _. "" ,..,,. idVUt<. ~...,..,.,.,,.1'<1<.., .. , .. , uoc ""',.... roH• a, ... - ~ 

hopnol o'III I~M6:-.ioets . ." S.., "-1. ,.._.,,.._!II CM ,S... •I I <I I II • J)I)IJ'I "\n .. ~lllf,.,_,... 
'1\k•.kul !< .-hltll l • !Uf.:!r·•ll ODO'\ll:ltN'"1) '" at«rl'rt:M\-w< ww "'Ito •·• r( Inti"""~ 
d"'ia< 
•oon.:r·4l. V~t.~u.= 
'>On .VoiO i l.rr.arJq 
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u•.J llbC ufinfurmub()l'l sysl~rru; wxJ in tDe uiss.:milr4t:lm 11/Tl\)nU IIJ.jcndl:l ... l,lh•.: th~ hi1:hC$f 
11Ciucit'' tu .. the intcrchu.nl!e uCtcmnwn infonn.rtion."' 

c. {Ul~) Colle~.:tiou Gll11 CS MilitlllV ~£NO!I. lh L!:i Muir~ am.:JtcJ on 17 J oo 
JOl t ncar Arlinlllon Cl.me\ezy \1.11S !Qund CllfTyiny IN:nb·m•klns m:lh.ritlll~tnd pro-al Q~d1 
l il.,l\ll~. Jlf5000 wiQ l.ll~rt~d tc> thi~ iociJentthru'll!h mvlli4 rupurtu. In ' '"'i'i11oliun OJ( u 
llOMIIhlc JC>q'JC:.t t'or lnf:mnntion Jinm l:S lnw cntbrccmcnt tlli'acah USNORTHCOM o1· :he 
n~f'llr1rtlUltOfDc:l\;rm:. I he III3DDO COIC I:Ut\liU.:It.:\1 <a:rmln ~:ull~lail•n liCii~ilktiO dcltnuinu 
My lnformal.lo;, 1:t hs pos)c5.Sic-n th.a: may help dettmtlue whether the lndivldWil WilS rcuonably 
hl:l i~.:v~.:<lto be: a•ts•w~lll)t llOOUJI(o .;nt,:..t~t: ill , .. hut t.:nul~ I Ill VII tx:~n iutt.:r ·,•hvnwllLtruri;~t 
il;thi \)", t;;sp--~wll> V tYRJila~: lill:!l!ll&."': lilund un him. 'l ilt lnlunm.llun """, nlll.c,JIII') 1u the 
ll.lna.hu:l ur Jlr.DOO COIC's IOL~nn Lo rn>ist I!.S lilroc.~ In r.lc:li:tting mn(. I Jnd:r DOD .!240 .1-

R. pw11 C.2.3.3.J. forelsn imelll~O<:I} tnfonn!lti:m may !)~: coll..:ctl!ll a·,out a US penoA for tbh 
purpo~~e. Such ln:ilnnalioo !lliLY &lsn be: cnllc.:ted In ant!otrot on of 11 requcu fmrn law 
c:nro,c:mcnt ofrlci&Js to asslsr ln coopertling v.ilh them ror tt,: ptlrp!KI: of protccllng DCD 
cmplo~·«s. ~nlurmalloo , p!U;x:rl)' ll.-.:f IKI•IIla .mdcr UUIJ !>NU. I· l{, puu l: .l.! :!. I. J . l h.L, 
e'llct~lnr. did nnt vtola~ ll OD 5 240 1-R brct..rse 11 was a pcnm•s hit ~\i: ol' cl\1 cello" 
au\l:urilie. 

t.l (I :/~ 'llc Buwlinl! Gl\:c.1 ('a~. An fBI n:pn:~..:r.laUv.: iulho U!i rt:tiUtSI(U 
in!O.n i\i;m li<:>rn I'Ulesg)~ in Af&t aui• IM \Xl\111\ D.lffi\d tiorrocr Iraqi nllth,,., • .,.ho h!lll •cttl-:~ 
in n o,•1ing Grr.--r KV lh~ f.'DT &£mUir ,\fgl:cnislm lh.."'l ~~ntJ JIPDDO COJC's 
IIShi&I)Ct to· lllV lllfCl"Tllllifln li\at JT.&Y f\1: Q\'llii;,Nc, t:Olr l'fCWidcll IO'C'IJm'lli<IO .:1~1 the 
ir.dh•ldwl' • in•:oho:mmt with lEOs t~hcn he lh·cd In lr11~. "'bic,t was fa-eie~•lmclli~ttet 
laliJmUii:ln lUI deflf!etl in DOD 5240. 1-R, p4r.l ::>1.1 •• I I. Tlu:. oiC.'U\ tly IilLI not VIO ~ con 
Sl'I'J. H\ bc~u:~ tl was tpprojlri~tc:'y Pf~~'c:l i:l accordMlCO with f>Ol) ~~40, H~ ~ro;~n: 
ll1111d con!f.i h .. tcd informalim cn:Jc:cted durina thr co1uuc nf milillll}' orerutinn~ by LS l'hrce~ m 
ltMI fhnt iJo. tiCnniHu l tn (')( 1>h.1Jr.JI 'W~h l iS hwt.nlhrtr.lllml d'Jia:l;tl~ UJII1•r 10 I lSC § 'l71 

•· (lJI~) U!,."'ii£1\ lrteUIW1'1£.,. Cclllsflkm by u C'O!C flmtrxt Ani'l)'al, Tho.: l'l:Jl<ll't 
nlh:ua1 thut•lllll toolrD<lDi ltkplumcd llnm11111 In 1'-'nd.ilu r, Ati;hilllh:llll u1in 1111 
\llliiUihori;r.od'Q,;'l"'u~\JOndira!Oii notiamul Cil\>Jrllll a n Am~~lo.:m uni llcrrti',)' o.I.W..nl. Jlt.:DDO ltu.• 
no fuolu.nl ba&ls 10 ch111lc1.:o thu uutbl'ulncss u{tho ull.:~;uuan und 0\)0\llldc:~ thutlt tomlhutL-d r1 

vlollllh"ttl at' DOD Dtt&:di'&: S-5200.37, M uiiO,I(Unt llt utrd f.:Xt~·u:l''" 11( /)w,(m\11 lfll#ttlt 

f,Jto/llfnli:C (llf.lM/lvTJ, Em;lo3~ 2. Pff•lbTOIP}. Jh. Th~ c:on:ra~lur w . 1) n.:ithcr IIUihori;u.:d nor 
~rc:,to;d by the I.J!) l]O~JliiD~IlO c:OQ.d~ct tll!:>a!OCVII)'. 
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Ill f>f)() (!>)(I! 1 4(() 
I 
' 

(U/~} COIC procedures on rcccmion or US l'c~ns lnJonnationl ove tec..1 Improved 
~ .. mtiLlcrllbly since: implt:mcnlatian of U,c rumwJ lntclli~;c:ncc Owrsiuht pr~nm In 20 I 0. US 
('CUIIm inlilr1mtlnn w~q enl'cclorl in :w't'OM/111rO \li th \l •t~tl'rlll~ 1 nnrlu•lninl'fl in Pl'""rl''lnr .. ~ 

''i th P-of;'~·dm 3 un~cr [)()ll S:!41li-R Anomolin we:~ sc:Jf.rcpot1cd throu~h the: quJUtr.cly 
loto.li~cncc ovm:ighl reports. n"' is~uancc Qf m:nno lnctruetim' 5240.01, JIJ.:D:JfJ 
111rulllg"nc' Or~rrxi~rlrr, in .lt•niiUT)' 2012 hns led w 100 ~:ubs•.•nli&J ir.tpJowmcm uf 10 tclivid>3s 
CIIJ'IOially tiM Lh~y rulato Ut tl~ rctcntlou ofl1:i. por1nm lnfmmatlon. A IIOJt~riiiiJ Sbuwuu 
Op~tru linf! P"'•wliu"" iu.:umrnrly in 1!1.~ Gnu) ut;~g~:• ufuumpl~llun .,.hi1•h will pruvlu11 i\rrthur 
dotatlod IIUido.r.~ or.lho hnndliflll. n'tcndcn nne di~sem:Mdon cf' US ~~tons lnformliLlon . 

S. (li/~) finding J: tit: COle Jmp1YlJitl ~~· /)/$.<~mlr~tmd lllf.llllllllinr. n11 C !.'i /'c1:~mu. 

(L'/,~ 'l'h:: 1\!:pOrt ol'lnvcstlw11ion cllclll•~·u prullucl'l rclc:u.'ICd nuuh.le nJ'COlC in whi~b 
the :.r~ pcrsnns information 1\'A> 1101 ;'f<·pertr mu~ed. 1110 luurncc or m=fJno Instruction 
'241J. 0 I, .11/W.IJO lr.tr:t'ligml'tt 0\'erngil:, in Jan wry lot 1 hL~ lrd to the ~tlltiJ.t.anll 
improvemeut of Ill aclivido' ~.p.."ti311) as th!y reln!c to th: rettlltiOJ\.\1\J diurmmatlon :tf US 

' *Y~1rtlft'«< r!!Ro.. .. 'Io~' l!t'IPfi"niifirwr. s--• ~.I. !!1Jtnlll 
:: ()Q;) ~1«J. - t.pan Cit'.!.~. "l"!n~- $l!trUIC>d n u\ ""J' lllllllcr..u~ 111\l'o !Joe liN• ••• ,~. :u~ ur 
I'• otr.Mizlli~r, U hdoJoJc lellUrfi~ IU':!Jlo~t O:II'>~U<(,l, 'Lilt<tL 
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pmonM lntbrmation. J\ scp(ll'lltc Stmda·d Opere.tiog l'roc~urc is CWI~ltly in lh~ iu!.!l s~ti; ;,f 
r.umplcticn which will pr()vldc furth~r d~tallcd (lui~n~~ oni!-Al Landling, M~o'fllion 11nd 
dl:ss~:rrum.tiun of US pmw~ inlunnalion. 

6. (U/~ Pint.ling4: 1'hu CO[(. l.ad~tl Ef/ccti\'~ Jniulli.r:ercc Ov.u.vir,ht, 

(L'I~ Sine\! U1t: ¥11:tptior. of COIC as JIFIJD0'11 inlclli~cncc tnn in 2<1117, qt~cslioll!\ 
have pcr!;lstcc1 &<~ ·o r<',,!)(ln-il'llllty fur tn-~r~t.int it<; TO Jll'llf.',l'ilm : JSO(I), in r. t11P.ma iln"'tf 1 
J'IIJl.C 2007. dc:tennlncd <blt the Assisr.att to the Sc:uc:tary or lJcl~nlli: (or lmc:lli!\t11CC ()\•crRfgh: 
(A TSD-10) "'"'1.! pro.,id~ ov<~rniuJ.tlo J lrODO'>< inhalli~,;.~>TIQC :v.:ti•-it i• s. L, :2()10, t.:Sf>t1) 
revisited lhc is~uc ofinscilutionul inteUigcnce ovcniaht ~wudin11 JIL:.DIJO and tcntati11cly 
d~terrnitwJ du:u 1~~ t\nn,)"r. N.\lliM~I GroU..1d lu:l!lligm~:" C~:ni\!J (Nr.IC} r~huuhl 4~fl\l!TN &h~~;~,~ 
dati03. Afier ooruidcra.bl~ discu.sSJOil, it ·wos fl!Ul.lly dotcm:lnd :110\ ~.'J'Sl)4J(J !lhould rclaln 
io~lli~'-JIL'C ovtmir):t NMrnn~il}ilili~ f~Jr .TmDDO in .u:c:unlunc~ with it~ churu:r 11, o:~tncl~ct 
in:1p~:clivn~ to m:II.!N tho proyra.m moctuhc r.;qulton'ICnt2 of'UOO 5240,1-R ancl pro-vide 21ilff 
lllslstaMe when rcquc;tod. 'Ttli..~ twm,,;: renrc:nably dcu..ot~-d from and Jcln~·.:d 10 tlJ1 ci.:1cnt tl.u: 
d:~cf(l(lJIICUlOf UU c(f~:.;ti>c fQ plUj!JIIIJI, ' 

(l;t.~) Sin.;~ 1hc 3ppotmmcnt or (J. De pel)' Orncr~l Cour.selfbr Op~t'llliO:lS nn<l 
Jntclli~cnoom Mun::t 2{l10 and lmpii:JJI1lnlallun ot'u muabc:r of iotmQI 10 ;nc<.l!>w:o~. lendln~; U? 
10 11:o publlc:~tlot'l ofJfEDDO lnsvu.clion 5240.01 ;n J"•tuary 21) 12, JJEPDO's lnt~lllg.cncc 
t)'tCil>IIOhl pCUb'TWn bAS t.lciJitln:>-\rilt~ c~ntlll'.lll! l.:llpnm:mcol. 11ruces:;r:s bu't't lx:c:n .. trcdrlh:led 
anti adht:rc to llOI> :i/.40.1-1(, ~() 1 U3) ,1r.d nlhcr gnvcmlng dii'C:ti\-es. Formilll() lrafnlntt, 
JXU!>rnn~ inlnldtn;etl in 2012 and b\lyozKl bav..: 1\lrt.IJ.tr it.crea~d thu etlectivtr..:s~ uf the JlliDDO 
10 progrnm. 

7 (LI/,iffi\fft) ri:l(ljnl! 5: COIC AuJiwrli!·'U,I' u DODlrt~lf.os:~:nw (,'umpum:n.' W/1~ Um;lcur. 

(LJI~ JIEDDO wao; formally established by the Scc:rctnrv ot'Ddcfi.S(l on 18 Jan 2006 
)lUI'NWI.llt to his uuthorit)' 1a1dcr l 0 tJSC ~ 11 ~. whc.n the J)cpu:y Sc<:rctary nf l)cfcn~;e (nSD) 
Bi!!Md" mqmorM<lltm ;:..~rabtl.thllv(IIJf nJ'rl;~· .lfllmlmJ)1"0vi.~-.l /£,.VJ/Miw: Dt.wuN DdMI 
OrfJftllltoJitltr. OOD Dircctivl? 2000.19E WLH is~u:.xl on l1~l1n:f ~ftha Sa~n.:twy of l>cfi!IWI! un l4 
Feb 2006 aru:1 is currently in c:£rccL l! 1:5lllblidw!> JIIlOOO u.s u 'joml c:nli~v" ~d ~juicily 
fllllnnAi:u:llvlty'' of' the I'Jepnrtmcnt nf:H!I'cn!\e with rha " . .. mil\lion. ·c~JXl!lllinflltk~. t\mcrlnn!l, 
~-!urlom1hiP'J ilot.luutlnJI'Ith:s • ~ pruscribr.tl hw~-in · .tr fl.lrlhl'f J"Ttl\"~~ tl'>ttt J IEODO op~mt~s 
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4111il!fiCd to :11::.000 in th:: :WOO dlrcctivc.11 t=.lll'l~· im.:Jil111 t:tSilni?.etiMa.l ehorts rct'Cti\':C to t t:e 
COIC ~imply~ "R..:~"-'" 13""t."l! 

11 oooo ~"lO.! ~];. pw J.J.t. 
0: lj,';O t'W.3UII(d ,., :wi!il vf('\)1("~ minil'1 a.n• lKli\i ll"'' ln '* 2001. Tlu n:;JO't IJ Qo\0.09-' 7l: mNr:'). ThQ 
u~clustl"-11lllt MOle l'flll<ll'l "L'rt{:n>Y .tftJJJI.~mmt: ~-i,. JJW OO l'ro•·•tlu l ltJ!r~;:OI• '•JJclft...sw..:' ·"~''ffMI't 6rtA<IImu 
Ql\1 h'~~!No 1o ':/a!' If>• Ntl/n rm/ llltiJ!'()tv •: IJIJIIJI•Wic:'l. GAOMt:s C'l1 U11 ' 'dcfa. rhc mw~rl. " 1.11 '1111~ lht u~IWuJt
mluloln 11011~1 !ld~IJIJlld~· ~~fin'-'! b,l'tbo O!iU, Onl llllol ooklS 5') IH>JIC l CIICI .:hvi!)' IIIC ~N:.. ul' UY.: II~.NJO C.:OIC'lc 

DODJG-2014-055 I 62 
'iiiiC'f'IIJiiS(il 'e'fll:MIC'~IUIA 



(U) Dire 

SB€RIST/;'N8F8RN 

D om me n 

(U/~) ' I he Undct S~rtW)' orDdcn:~~~ (lott:li~t"ru;c (tJSl>·ll wnlimted in 2007 tk:t lhc 
core ww:the intd liee"!Ct COTilfiO;\Cllt 0~ JIEUJ)() u l .~vl IUIAI'Iril)• (rc JIF.I)YJ() to cnH l'!tt l iS 
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(U Darector JtEODO Comments (cont' d) 

(L//~ Cun:.nl uutroriti\:, cuu14in sufl1timt lc~:nl !lu'lwril\• for COIC to l)t:rfcrre 
IJllt.IIICfln.:r.-ml~rcd nr.TI\•IIic.< ~ithln th::6cnJ1t<lf l1~ currcn· ml111ln!l.n~ t'rnvldrt1 f.w tvutrr llOJ) 
S240.J·.R. p~In UL 1. 1.~ 16. Ho"''l:'l'er. the DllD IG nport hiclali2.h!~ll tllo n'ccl ltJ "''IN ~le<11l)' 
chlin<:: JI~I>DO COIC'• ll:rc htcn.~ rnloi,n. Collcc:!o" or U~ pen on lnform41k-n IJ~ uvcn 
m~' l'rom publi:l~ ,......;tubll: w urccs u m "lntclliLtr.;c" :u:ti .. i t)'" cuvcn:cl byE 0 . 12333 • .a$ 

U.1\1.,;11l11d. 'rn" uuthurity b Jo 110 is liUbjt.:ll\•thc rrwudure-.t ~b.ltl~ltc~ by ll:c 8<!\:rell&t~ M 
l)!li:n~c tnd 8!1Jif\)~cd ~y the Attomcy Uencra:J in DODR 5240. · ·R •• !~twitfc:t of JJ()JJ 
lioulllfl~Jn:l! Cemrpommt.t 71tal d.({Cl:l Urlfl'-lf Slerl<:.• /'rrs\1111 (l>c;wmtx:r J98a). Fu!IDUI 
,t~its~t~liuu ~r JlEPDO c:mc ~~ a OOT> l:uolligc;:.c:oColllpaAIM iA nx n~c~-'Y fur COlt: ~ 
corllillu~J IU optlllh: but wuultlra.v1:.11i.u: 1111: ~ur~crelllluh6 llf COlC'll uv~u.llior~S .w&l "'"uU '''"' 
fmp:UC sny addilffiU I <1J1cnlliOMl Or rximlniSirllliVr bun:tcu, sircc ll llhc~dy WJIUWS Wltf 
aubmnt.ltllly curupll<'& whh DOD :i2•10. 1·lt 

I 
- '! ~,_ \ 

f. ;\NI>Itl- W ' l l.i.I~LI · Y 
Ounz:ut Cow1:.c.l 

pn-~1 "'" 1-,d:s lo t#bl l;"'"" ~ ,......, Ia""' dol ... nl ruv ~ • ...,. """ .... \C COt>·k!~ •• • ~ •• '. l'lblle uw 
· n.nL .. Sanlcn UOI. 111.1>001~ ''.\IU..• I'wdllti\\'Ut~" orJIIi(>~ i'wkl.b~l ~ • co..,u( Jllil>[JO'H oOAI~ :. " .. 8••1r 
, ... h, .. ~,.,." rnuw'" '" c},., "*r"'"r""'l'n';.fd ... pl..l .. tw colle t .. 
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(U) APPENDIX C: Director, JIEDDO Comments to 
Findings and Our Response 

(U I/~) Our Investigation substantiated the allegation that COIC personnel Improperly 
collected information about U.S. persons. At the direction ofCOIC and JIEDOO leadership, 
analysts collected information on U.S. companies and their CEOs, U.S. hostages held by 
foreign extremists, and specific U.S. persons. ln addition, COIC analysts improperly collected 
intelligence using aliases and uncoordinated cover. As a result, COIC leadership and analysts 
actions violated, or were inconsistent with, Executive Order 12333, "United States 
Intelligence Activities"; DoD 5240.1-R, "Procedures Governing the Activities of DOD 
Intelligence Components That Affect United States Persons"; and DoD Joint lED Defeat 
Organization Instruction 5240.01, "JIEDDO Intelligence Oversight"; as well as 
DoDD S-5200.37 "Management and Execution of Defense Human Intelligence (HUMINT);" 
and DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual, Volume II: 
Collection Operations." 

(IT} 1),, ' '/ ,... [l D n (. 1 mm £ n t 
llf[l[lO II>){ I) I •l(r) 
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Jl£000 (h)(1) 1 4(c) 

(U) For the complete text of]IEDOO's response to our findings, see Appendix 8: Director, ]JEDDO, 

Comments. 

{In (Jw· R·"~f)l 'It: 

(U) Our response to JIEDDO's comments regarding each of the six examples clted as Improper 

collection on U.S. persons is below. 

(~) 
JI(IJ[)O (h)(1) 1 ·1 (c) 

Jl[ [)()() (h)(1) 1 ·1(() 
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.I HlllO (h)( 1) 1 ·1(C) 

-
(U //ofi9W.Q.) Collection on U.S. Persons Held as Hostages; JIEDDO responded that U.S. Special 

Operations forces specifically requested JIEDDO COIC assistance in locating hostages, specifically 

the "use of COIC 'tools' to help geo-locate foreign nationals who held a US person captive.'' not in 

defeating the lED threat. JlEDDO contended that "the operational focus was not on the hostage, but 

on the tert'orist network and tho foreign persons that held the individuals." JIEDDO contends that 

information on hostages may be collected by a DlC [designated intelligence component] ifitis 

necessary to the conduct of JIEDDO COIC's mission to support U.S. forces. We maintain that DoDD 

2000.19E gives JIEDDO the mission to defeat IEDs as weapons of strategi c influence; however. it 

says nothing about defeating terrorist networks that may use rEDs. While JIEDDO's capability and 

desire to assist the warfighter are commendable, this assistance falls outside JI EDDO's originnl 

charter. Furthermore, we did not find where this activity received a collectability determination or 

was supported by a legal opinion. 

(U 1 /fiiji3 JIEDDO's Collection on a u.s. MilitarY. Person: JIEDDO responded that according to 

media reports, the U.S. Marine arrested on June 17, 2011, near Arlington Cemetery was found 

carrying bomb-making materials and pro·al Qaeda literature. JIEDDO contends thal in anticipation 

of a possible request fo r information from U.S. law enforcement, through USNORTHCOM or the 

Department of Defense, the JIEDDO CO IC conducted certain collection to determine if it possessed 

any information that could help determine whether the individuall U.S. Marine] was reasonably 

believed to be engaged in. or about to engage in, what could h<1ve been international terrorist 

activity. According to JIEDDOI 5240.01, "reasonable belief' must rest on facts and circumstances 

that can be articu lated: "hunches' or intuitions are not sufficient." We maintain that collection on a 

U.S. person in the United States who is suspected of terrorist-like activity is domestic collection. 

The collection on this U.S. Marine was inappropriate because no valid mission requirement existed, 

. the FBI did not request support through USNORTHCOM, and reasonable belief had not been 

es tablished that this U.S. person was involved in international terrorism. When an activity does not 

reasonably constitute fo reign intelligence, intelligence support to civilian law enforcement must 

al:>o adhere to DoDD 5525.5 alld receive SECDEF approval. Furthermore, we did nollin<.l wl1cre 

this activity received a collectability determination or was supported hy a legal opinion. 

(U I~) Bowling Green Case; Jl EDDO responded that the request came directly from FBI agents 

in Afghanistan. Alwan and Hammadi were U.S. persons at the time of collection, as defi ned by EO 

12333 and DoD 5240.01. We maintain that JIEDDO had no authority to collecl on U.S persons in 

the United States because the request dld not come through USNORTHCOM. In accordClnce with 

Chapter 18, Title 10, li.S.C:, JIEDDO can support civilian law enforcement involving nl (lttcrs of the 
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Military Cooperation with Civilian Law Enforcement Agencies Act of 1981 provided the request is 
staffed through USNORTHCOM. 

JllllllO (1>)( 1) 1 l(f) 

( ll/ I f ' 'JG I Filtdit•'l [I· rill' f't)j( Imp' opr·•·/" /li'ftl/11 • J lu{n1111 rtu n 111 I' t, fJ,. •. .,t,m. 

(U I }i'Q' 'Q} Our investigation revealed that the COIC improperly retained information about 

U.S. persons. The COIC failed to consistently conduct collectability and retention reviews on 

U.S. persons information in the COIC's holdings, and U.S. persons information collected by 

COIC analysts was not compartmentalized on the occasions when a collectability and 

retention review was completed. The COIC did not comply with the 90-day retention 

tirneframe because of poor intelligence oversight reviews. Finally, the COJC also lacked a 

systematic means for purging U.S. persons information that was inappropriate for retention. 

(U/ fF8W8) As a result, COIC analysts collected and retained U.S. telephone numbers in the 

COIC's Palantir database. In addition, COIC analysts collected and retained information on 

u.s. persons in support of law enforcement activities. Requests for u.s. persons information 

and intelligence products that contained U.S. persons information were repm·tedly not 

always vetted through the COIC's General Counsel for Intelligence, as JIEDDOI 5240.1 

required. Finally, U.S. persons information was retained past the 90·day time frame in 

violation of DoD 5240.1-R,"Procedures Governing the Activities ofDOO Intelligence 

Components That Affect United States Persons" and DoD Joint lED Defeat Orga~ization 

Instruction, JIEDOOI 5240.01, "JIEODO Intelligence Oversight.'' 

I J I I r' 

(U/ /~)The Director, JIEDDO, partially concurred with F'inding B regarding the retention of U.S. 

persons information, but only regarding the two examples substantiated in foinding A JIEDDO 
stated that COIC procedures on retaining U.S. persons information have improved considerably 

since implementation of the formal Intelligence Oversight program in 2010. According to jiEODO, 
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U.S. persons information was collected in accordance with Procedure 2 and retained in accordance 

with Procedure 3, under DOD 5240.1-R, and anomalies were self-reported through quarterly 

intelligence oversight reports. Finally, JIEDDO contended that the issuing of JI EDOO Instruction 

5240.01, JIEDDO Intelligence Oversight, in januaJ'Y 2012, has led to a substantial improvement of 10 

activities, especially on how they relate to retaining U.S. persons information. A separate SOP, 

currently in the final stages of completion, will provide further detailed guidance on the handling, 

retaining, and disseminating of U.S. persons information. 

(U) For the complete text of JIEDDO's response to our findings, see Appendix 8: Director, JIEDDO, 

Comments. 

, ,•' . ,,_ .... , 

(U/ /~) JIEDDO collection activities did not always undergo a collectability determination and 

based on a manager's review of its informatio n technology department, J lED DO's intelligence 

oversight officer or general counsel never processed a request to purge its systems of any 

information on U.S. persons. We acknowledge that J JEDDO procedures may have improved since 

our investigation concluded. However, we have no data, beyond what is contained in our report, on 

which to base further comment. 

111 • r.,, rfino (. 'f ,,,. 'f ~~~~ 1 1,. "( 1 t ··•· 11•'''!1 '·'' , •• , 

(U f /~) Our investigation revealed that the COIC improperly disseminated Information 

about U.S. persons by releasing products that contained U.S. persons info rmation without 

proper "U.S. persons" markings. The COIC failed to properly mark these products because, 

according to a COIC analyst, such dissemination occurred so infrequently. Additionally, COIC 

Intelligence products that contained U.S, persons information did not always go through the 

COle's intelligence oversight review prior to dissemination, as required by JIEDDOI5240.1. 

(U//F9UQ~ As a result, the COIC violated DoD 5240.1-R, "Procedures Governing the 

Activities of DOD Intelligence Components That Affect United States Persons"; and DoD Joint 

lED Defeat Organization Instruction, JIEDDOI 5240.01, "J1EDDO Intelligence Oversight.'' 

Furthermore, products that contained U.S. persons infonnation that did not undergo an 

Intelligence oversight review were not minimized by replacing identity information with 

"USPER", or U.S. Person. 

II F n ~ ('' 

(U/ /~The Director, JIEDDO, partially concurred with Finding C that JIEDDO improperly 

disseminated U.S. persons information, citing the fact that only two examples in Finding A were 

DODIG-2014-055 169 

SECRET//N9FORN 



SECRET//NOFORN 

substantiated. JIEDDO said that our report cited two products released outside the COIC in which 

U.S. persons information was improperly marked. JIEDDO also said that the issuing of JIEDDO 

Instruction 5240.01, JIEDDO Intelligence Oversight, in January 2012, has led to substantially 

improving 10 activities, especially as they relate to retaining and disseminating U.S. persons 

information. A SOP is currently being staffed, which will provide detailed guidance on the handling, 

retaining, and disseminating of U.S. persons information. 

(U) For the complete text of J JEDDO's response to our findings, see Appendix B: Director, JIEDDO, 

Comments. 

{ " 1 0 111'' · · . .., 

(U/ /~) COIC procedures may have improved since our investigation concluded. However, we 

have no additional data, beyond what is contained in our report, on which to base further comment. 

• '1 • (\ " . II ., • '1..' 

(U/ /~)Intelligence oversight training, knowledge, and practices In the COIC were 

inconsistent and some COIC members characterized them as "minimal at best." The COIC 

lacl(ed an effective intelligence oversight program because prior to 2012, JIEDDO leadership 

had significantly emphasized the program. In addition, the COIC's worltforce had varytng 

degrees of initial intelligence and intelligence oversight training. 

J 1 Ill 

(U/ ~)The Director, JII!DDO, non-concurred with Finding D that the COIC lacked effective 

intelligence oversight. In his opinion, the finding was conclusory and failed to adequately recogni1.e 

the major strides CO£C had made regarding intelligence oversight. According to )lED DO, questions 

about who would provide Jts inte11Jgence oversight detracted from and delayed developing an 

effective 10 program. JI EDDO appointed a Deputy General Counsel for Operations and Intelligence 

in March 2010 and published JIEDDO Instruction 5240.01 in january 2012. In )JEDDO's opinion, its 

intelligence oversight program has demonstrated continual improvement, processes have been 

streamlined and adhere to DOD 5240.1-R. EO 12333, and other governing directives and formal TO 

training programs have been introduced since 2012. 

(U) For the complete text of)JEDDO's response to our findings, see Appendix B: Director, JIEDDO, 

Co mments. 
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(U/ /~) In 2010, )JEDDO was tasked to establish an intelligence oversight program. As cited in 

the ATSD (10) report of a Staff Assistance Visit of August 9, 2011. intelligence oversight knowledge 
in the UI EDDO] workforce was inconsistent. In July 2012, jiEDDO finally approved its intelligence 

oversight policy. In addition, statements from a variety of COIC personnel, both at the senior and 

junior levels, indicated that intelligence oversight training, knowledge, and practices in the COIC 

remained inconsistent. COIC personnel rated the Intelligence Oversight training program from 

"minimally sufficient" to "average/' and several members believed that the training was conducted 

only to "check the block." The )JEDDO intelligence oversight program may have improved and 

become more consistent since our investigation concluded in January 2013; however, the 

effectiveness of the JIEDDO intelligence oversight program since their changes can only be 

determined during the next external intelligence oversight inspection. 

,. ' , •• • «. ' if:· ~')1': ...... ,, (•,, 

(U/ /~)The COIC's authority, roles, and responsibilities as a DoD intelligence component 

wel'e unclear and undocumented. DoDD 2000.19E was written prior to the COIC's 

establishment and therefore did not specify the COIC's authoa·ity to collect raw data under 

the auspices of l'esearch. COIC senior leadership incorrectly perpetuated the idea that the 

COIC did not conduct intelligence collection. Likewise, DoDD 2000.19E did not specify the 

COIC's authority to collect raw inteJligence and produce original intelligence products. 

According to officials from OUSD(l), the DoD Office of General Counsel, and the Office of the 

Assistant to the Secretary of Defense for lnteJJigence Oversight (ATSD(IO)), no DoD 

directives or guidance existed that defined the COIC, its designated functions, or its 

authorized roles and responsibilities. DoDD 2000.19E tasked OUSD(I) to provide policy, 

guidance, and oversight for information management and intelligence to assist the JIEDDO 

on matters pertaining to lED Defeat. But inconsistencies existed about the COIC's 

authorities, roles, and responsibilities. As a result, the COIC leadership was confused about 

its authority to conduct intelligence collection and therefore unable to definitively provide 

written authorizations to their employees when questions arose. 

(U 1 /~)The Director, JI EDDO, partially concurred with Finding E that the CO IC's authority as a 

DOD Intelligence Component was unclear. But he stated that JIEDDO COIC's legal authority to 

collect intelligence was very clear. However, he added that the nature and scope of its intelligence 

mission to accomplish its collection activities should be darified. 

(U/ /~The Director sa id the Secretary of Defense formally established JIEDDO on january 18, 

2006, and that DOD Directive 2000.19E was issued on behalf of the Secretary of Defense on 
February 14, 2006. He added that when it was created, j I ED DO's charter directive lacked any 

DODJG-2014-055 I 71 
SEERE'f//NOP8RN 



SECRET//N8F8RN 

reference to COIC, or any other component that would accomplish JIEDDO's original"defeat the lED 

system" mission, which was specifically assigned to JIEDDO in the 2006 directive. According to 

JIEDDO's response, current authorities contained sufficient legal authority for core to perform 

intelligence-related activities within the scope of the current mission, as provided by DOD 

5240.1-R, paragraph DL 1.1.8.16. 

(U) For the complete text of )lED DO's response to our findings, see Appendix B: Director, JU::DDO, 

Comments. 

(U/ /~)We continue to submit that the }JEDDO's authority, roles, and responsibilities as a DoD 

intelligence component remain unclear. Because the mission statement in DoDD 2000.19E does not 

specifically include any reference to the terms "Defeat the lED," "Defeat the lED System," or 

"Training the Force," one must assume the terms and the mission statement are connected. In 

addition, at the time of our investigation, no clear understanding existed of JIEDDO COIC's 

authority, roles, and responsibilities in the JIEDDO COIC it'>elf, or in the offices of the USD(I), DoD 

OGC, and ATSD(IO). Also, Jl EDDO pointed to what it believed were clear legal authorities to collect 

intelligence as assigned by the OSD in DoDD 2000.19E, even though previous JIEDDO leadership, 

senior representatives, OUSD (I), and other DoD representatives found DoDD 2000.19E to be 

unclear. In addition, the JIBDDO COIC command brief(slide 12) of july 16,2012, read: "JIEDDO

COIC has no authorities to conduct intelligence collection missions." The brief added: "J lEDDO has 

no authorities to collect on U.S. Persons and must adhere to applicable USG and DOD Directives." 

The Acting Deputy Secretary of Defense and the Director, JIEDDO, stated in response to 

Recommendation A.2 that DoDD 2000.19E wi ll be updated. We underscore the importance of 

specific written guidance fro,m USD (I) to clarify }JEDDO's intelligence authorities pending 

amendment of DoDD 2000.191!:. 
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(U) APPENDIX D: Prior Coverage 

ll \ COJC Cn11Prtion on U 5 PPr~on.;;. 

(U I /'f6'tffl) No previous reviews or investigations have addressed the allegation that the COIC 

collected information on U.S. persons. 

(U I~) In August 2011, the Assistant to the Secretary of Defense for Intelligence Oversight 

conducted a staff assistance visit, which resulted in a memorandum, subject: "Report of Staff 

Assistance Visit." The memorandum detailed deficiencies in the COIC's Intelligence Oversight 

program to include training, intelligence oversight, and reporting, and provided recommendations 

for improvements. As it related to this investigation, ATSD(IO) recommended: 

• ]JEDDO should develop a training resource tailored to the nuanced risks of COIC's 

organization and mission, especially as its mission focus shifts, as anticipated, to new 

future target sets. 

• JIEDDO should establish a process to make and document retention decisions on U.S. 

person information. 

e JIEDDO should establish a policy for marking working papers, files, products or 

databases containing U.S. person information. 

o JIEDDO should review the command's control of database access to include: 

o A review process prior to posting and releasing of products. 

o Control access to SIPR database information. 

o Consideration of a password and login requirement fo r fi les containing U.S. 

person information with special consideration given to the implications and 

challenges posed by the requirements of Procedure 4, ["Dissemination of 

Information About United States Persons,"] DOD 5240.1-R. 

(U/ /~) ATSD(IO) reported that the COlC's intelligence support and oversight relationship was 

unclear with regard to Executive Agency responsibilities and no dedicated IG support exists for the 

organization. ATSD (10) recommended that the COIC establish a way to conduct a periodic 

independent review of its 10 program. ATSD(IO) noted that this was normally performed by an 

Inspector General, a duty position for which JIEDDO was not currently resourced . 
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t A Repor n JIEDDO lntPfli,.enc 

(U) In November 2008, GAO published a SECRET-level report, GAO D09172C, "The Joint 

Improvised Explosive Device Defeat Organization Provides Valuable Intelligence Support but 
Actions Are Needed to Clarify Roles and Improve Coordination," which stated: "the COIC was 

developed without specific gu idance directing JIEDDO to establish it or defining its roles and 
responsibilities, and the GAO report found no DOD guidance and limited JIEDDO guidance to 

provide additional direction regarding the COIC even after it was created." GAO found "confusion 

over whether the CO lC's roles and responsibilities altgn with the functions of an intelligence agency, 
which led to concerns about how the COIC coordinates with DOD intelligence organizations in order 

to vet COIC product<>, particularly whether the COTC should follow the standards and procedures 
used ~y intelligence organizations." 

Jllll!JO (1>)(1) 1 ·1(r) 

.I I DOO (h)(1) 1 4!<) 

Subsequent JIEDDO leaders questioned the COIC's intelligence roles and responsibilities; however, 

as of the date of this investigation, Do DO 200.19 E was in draft and awaiting Secretary of Defense 

approval. 

J [[)1)0 (h)( 1) 1 ~(C) 

J FOOO (I>H1) 1·1(c) 
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(U) APPENDIX E: National and Comman Policy 

(U) The following relevant paragraphs are included in the directives listed: 

II H I J:nno OrP':~n 7;:atinn ~n Man;:apamr.l - ' 
(U) According to DoDD 2000.19E, subject: "Joint Improvised Explosive Device Defeat Organization 

(JlEDDO)," effective February 14,2006: 

JIEDDO is hereby established as a joint entity and a jointly manned activity of the 

Department of Defense, operating under the authority, direction, and control of the 

Deputy Secretary of Defense. The }JEDDO shall consist of a Director and such other 

subordinate organizational elements as established by the Director, within 

resources assigned by the Secretary of Defense. 

ll n IIEDDO R~lationsh ·ns 
(U) DoDD 2000.19E designated the following relationships: 

7.1. In the performance of assigned responsibilities and functions, the Director, 

}JEDDO, shall : 

7.1.1. Report directly to the Deputy Secretary of Defense 

7.1.2. Use existing systems, facilities, and services of the Department of 

Defense and other Federal Agencies, when practlc:ablc, to avoid duplication 

and to achieve maximum efficiency and economy. 

(U) DoDD 2000.19E references to "intelligence" included: 

3.3. joint lED Defeat. The collection of all DoD-wide efforts to reduce Ol' eliminate 

the effects of all forms of lEOs used against U.S. and Coalition Fot·ces, including 

policy, resourcing, materiel, technology, training, operations, lnformation1 

intelligence, assessment, and research. These efforts specifically include the 

following: 

3.3.2. Defeat of the lED System. Actions and activities designed to reduce 

the effects and interrupt the insurgent chain of lED activities through 

Intelligence, surveillance, recon naissance, information operations, 
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counter-bomber targeting, device technical and forensic exploitation, 

disposal of unexploded and captured ordnance, and persistent surveillance. 

6.2. The Director, JIEDDO, shall: 

6.2. 7. Establish a joint Common Operational Picture and Joint Common 

Intelligence Picture of the lED system in the Global War on Terrorism. 

6.2.15. Collect and analyze data from the field to assess the effectiveness of 

current intelligence support for the Combatant Commanders and their 

staffs; develop and track responses to priority intelligence requirements; 

and, in coordination with the operational chain of command, develop new 

intelligence support and intelligence requirements against JED threats to 

ensure the Combatant Commanders' needs are met. 

tl U RPS nn,c;.ihil;ti RPiating to Jl F on 
(U) DoDD 2000.19E delineated the following responsibilities: 

6.3. The Under Secretary of Defense for Intelligence (USD(l)) shall : 

6.3.1. Provide policy, guidance, and oversight for information management, 

intelligence, counterintelligence, operations security, Information 

operations, and security matters to assist the }JEDDO on matters pertaining 

to lED Defeat. 

6.3.2. Coordinate with the Office of the Director, National lnteiHgence, to 

provide interagency intelligence analytical products and services from 

non-DoD organizations to meet the Director, JIEDDO, Priority Intelligence 

Requirements. 

6.3 .3. Ensure that the DoD intelligence organizations provide routine and 

timely analysis to maintain the Joint Common Intelligence Picture of the 

global lED threat and to meet the requi•·ements of t he lED Intelligence 

Campaign Plan, when published. Analysis will include adversary JED tactics, 

techniques, and procedures development and maintenance; fED threat 

system products; lED adversary networks and vulnerability products; and 

lED threat trends and forecasting. 

6.3.4. Ensure the Director, Defense Intelligence Agency, in coordination with 

the Director, JIEDDO, directs, monitors, and modifies, as necessary, activities 
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regarding weapons technical intelligence as it pertains to the collection, 

analysis, and primacy for exploitation of lED components; either forensic or 

force protection. 

ILJ\ EODO ntern;~r G1 id;;1ncP 

(U) According to Department of Defense Joint lED Defeat Organization Instruction OIEDDOI) 

5240.01, Subject: "JLEDDO Intelligence Oversight" of january 12, 2012, this instruction applies to all 

U.S. personnel within JIEDDO, its staff elements, and operating arms that have U.S. military forces, 

DoD civilian and DoD contractor personnel assigned, attached or detailed to them who perform or 

support intelligence activities as defined by DoDD 5240.01. This includes attached Reserve and 

National Guard personnel in a Title 10 status or who are performing a federal mission: 

4a. (U) Per DoDD 2000.19E, DoD established JIEDDO and assigned responsibility for 

intelligence oversight to the Under Secretary of Defense for Intelligence (USD(I)) in 

2006. Subject to final review and approval by the Office of the Secretary of Defense, 

a coordinating draft of DoDD 200.19E changes responsibility for JIEDDO 10 to 

ATSD(IO), with the Secretary of the Army advising and assisting the Director, 

JIEDDO in establishing and maintain_ing an intelligence oversight program. 

(U) Counter-lED Operations/In elhgence lnte ration Center 
RP.5 nnc;ibiliti~c; 

(U) According to JIEDDOI 5240.01, per JTEDDO Director, "Appointment as Senior Responsible 

Intelligence Official [SRIO] for ]JEDDO" of February 28, 2011, the COIC is the sole intelligence 

component ofJIEDDO, and the Deputy Director of Intelligence is the SRIO with authority for the 

COIC's compliance with the JIEDDO Director Instruction, and other DoD implementing directives 

and policy. The Deputy Director, COIC, is authorized to exercise SRJO responsibilities in the DDOI's 

[Deputy Director - Operations/Intelligence Integration] absence. The DDOI will designate a COIC 

Mission Integration Division (MID) government representative (government civilian or military) 

with extensive intelligence experience and at least one year of service remaining at the COIC to 

serve as the Intelligence Oversight Officer (IOO). The IOO will ... ensure that procedures are 

established requiring periodic review of all documents or records retrieved or received by DoD 

intelligence components or personnel subject to this instruction that contain U.S. persons 

information and for which a permanent retention collectability determination has not been made. 

The period between regular periodic reviews of this information may not exceed 90 days. 
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Acronyms and Abbreviations 

Cl Counterintelligence 
COIC Counter-JED Operations/Intelligence Integration Center 

DoDD DoD Directive 
Do) Department of justice 
FBI Ji'ederal Bureau oflnvestigation 

PI Foreign Intelligence 
HME llomemade Explosives 

IBD Improvised Explosive Device 
JIEDDO Joint IF.D Defeat Organization 
OSAAC Open Source Analysis Augmentation Center 

OSD Office of the Secretary of Defense 
OUSD(I) Office of the Under Secretary of Defense (lntclllgcnce) 

RFI Request for Information 
RFS Request for Support 
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(U) Til l S PAGE INTENTIONALLY LEFT BL. ANK 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Enhancement Act of 2012 requires 
the Inspector General to designate a Whistleblower Protection 
Ombudsman to educate agency employees about prohibitions on 
retaliation, and rights and remedies against retaliation for protected 
disclosures. The designated ombudsman is the DoD /G Director for 
Whistleblowing & Transparency. For more information on your rights 
and remedies against retaliation, go to the Whistleblower web page at 

www.dodig.mil/programs/whist/eblower. 

For more information about DoD IG 
reports or activities, please contact us: 

Congressional Liaison 
703.604.8324 

DoD Hotline 
800.424.9098 

Media Contact 
Public.Affairs@dodig.mil; 703.604.8324 

Monthly Update 
dodigconnect-request@list serve.com 

Reports Mailing List 
dodig_report-request@listserve.com 

Twitter 
twitter.com/OoO _IG 
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